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RE-ORGANIZATIONAL AGENDA
1. Call to Order — Brandy Smith
1L Roll Call
IIL.  Appointment of Temporary Board President
IV.  Reading of Certificate of Elections
V. Nominations for Board President
VL.  Nominations for Vice President
VII. Nominations for Treasurer
VIII. Designate Newspaper of General Circulation

IX. Meeting Place, Time and Dates



11,

IIL

IV.

VL
VIL
VIII,

IX.

AGENDA

Roll Call to Order

A, Salute to the Flag
B. Recognitions and Presentations
C. Student Representative Presentation

Reading of the Minutes; Approval
Prior Presentation Period (5 minutes/person)
A. Pastor Larry Leland, Faith United Methodist Church

Public Comment on Agenda [tems (3 minutes/person). Residents and Tax Payers may
comment on matters of concern, official action, or deliberating before the board.
Members of the Public will be provided one unpaused three-minute time frame

Business Manager's Report

A. General Fund and Cafeteria Treasurer's Report
B. Budgetary Transfers

C. Presentation of Bills (Roll Call)

D, Business

Superintendent’s Report

Agenda Items

Other Reports

A. Committee Reports

PSBA

Policy Committee

[ Representative

LCTC Representative

Memorial Gardens

Budget

Building and Grounds

Montoursviile Foundation

Extra-Curricular

Public Comment (3 minutes/person). Residents and Tax Payers may comment on matters
of concern official action, or deliberating before the board. Members of the Public will
be provided one unpaused three-minute fime frame.

Adjournment

b - -
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Montoursville Area School District
Business Manager's Report
December 6, 2022
7:00 PM
Montoursville Area High School

TR-1

TR-2

Treasurer's Report:

General Fund (Attachment)

Cafeteria Fund {(Attachment)

| Presentation of Bills:

PB-1

PB-2

General Fund (Attached)
Approve list of bills per attached list:
Manual Checks

Amounts paid from General Fund
Amounts to be paid at this meeting
Total

= o & £

Cafeteria Fund (Attached)
Approve list of bills per attached list:
Amounts paid since last meeting
Amounts to be paid at this meeting
Total

& 7 &3

527,362.38
506,457.06
_.315.708.74
1,349,528.18

89,695 .47
2,284,495
91,979.92



TREASURER'S REPORT

Baginning Balance

Receipts:

Current Real Estate Taxes
Current interim Real Estate Taxes
Fublic Utility Realty Tax

Current In-Lieu of Taxes
Current Earned Income, Act 511
Real Estate Transfer, Act 511
Del. Real Estate Taxes

Del. Per Capita

interest

Admissions

Activity Paticipation Fee

Gther District Activity Income
Federal Revenue from Other Sources
|. U. Federal Funds

Rentals

Donations

Summer School

Tuition Payments

Driver Ed - Student Payments
Refund Prior Yr Expenses

Misc, Revenue

Basic Instructional Subsidy
FICA Taxas

Tuition Payment 1305/1306
Vacational Education

Special Education
Transportation

Rental & Sinking Fund Payments
Medical & Dental Services
Froperty Tax Relief

Safe Schools Grant

Ready o Learn Grant

PA Smarnt Grant

Retirement

IDEA

Title |

Title {1

Title 1V

{Other Restricted Federal Grants
ESSER Il Funds

ESSER HI Funds

Other CARES ACT Funding
Other ARP ACT Funding

PA Access Funding

Medical Assistance Reimbursement
Interfund Fransfers

Sale of Fixed Assets

Insurance Recoveries

Total Receipts & Beg, Balance

GENERAL FUND

NOVEMBER YEAR TO DATE 22-23 BUDGET

$16.437,303.80 56,806,708.04
(745.34) $11,622,941.36  12,359,220.00
0.00 $6,270.42 10,000.00
0.00 $16,778.77 15,000.00
0.00 $46,086.75 45,000.00
311,628.07 $1,340,012.36 4,000,000.00
0.00 $96,198.58 220,000.00
0.00 355,322 85 525,000.00
0.00 $0.00 0.00
0.00 $566,830.78 20,000.00
74400 $33,692.00 50,800.00
630.00 $11,005.00 10,000.00
0.00 $14,218.00 18,000.00
0.00 $0.00 0.00
0.00 $0.00 331,092.00
0.00 $0.00 3,000.00
1,430.00 $7,955.43 0.00
0.00 $0.00 10,000.00
0.00 $0.00 50,000.00
0.00 $670.00 26,250.00
0.00 566,661.62 0.00
6,333.73 511,841.04 20,000.00
D.00 $2,351,808.00 7,166,416.00
117.671.79 $61,903.01 498,150.00
0.00 $0.00 35,000.00
0.00 $0.00 0,00
215,764.00 5647 282.00 1,319,628.00
0.00 $0.00 480,113.00
0.00 $0.00 120,736.00
0.00 $0.00 34,000.00
0.00 $646,419.00 646,419.00
0.00 $0.00 0.00
0.00 50.00 264,755.00
17,857.14 $17,857.14 0.00
0.00 ($264,019.83) 2,268 350.00
0.00 $0.00 0.00
23 387 86 $23,387.86 314,979.00
413.00 $413.00 55,466.00
14.00 $14.00 21,556.00
0.00 $0.00 0.00
0.00 $0.00 750,000.00
0.00 $083,780.64 750,000.00
0.00 $0.00 0.00
0.00 $5,010.03 0.00
.00 $0.00 0.00
0.00 $2,688.65 0.00
0.00 $0.00 0.00
0.00 $1,576.00 0.00
0.00 $0.00 0.00
$606,128.25  $17,764,716.37 $32,420,630.00
$17.132,432.05 $24,661,423.41  $32,420,630.00



Expenditures:

Regular Programs

Special Programs
Vocational Programs

Other instructional Programs
Nenpublic Frograms

Pupil Personnel

Instructional Staff
Administration

Pupil Health

Business

Operation & Main. of Plant
Student Transportation

Staff Recruitment

Staff Development

Student Activities

School Sponsored Athletics
Existing Building Improvement
Refund of Prior YR Receipts
Transfer to Capital Resarve
Transfer to Debt Service
Transfer to Food Service
Transfer to Activity Fund
Extraordinary items

Fund Transfers

Budgetary Reserve

Total Expenditures

Accounts Receivable
Accounts Payable

Ending General Ledger Cash Balance

PSDLAF Balance
FNB Bank Balance
Ending Balance

NOVEMBER YEARTODATE 22-23 BUDGET

1,122,728.56 $4,768 230,94 14,036,308.00

237, 143.97 $1,0656,532.66 4 110,764.00

46,230.68 $130,466.17 200,596.00

7.088.13 $108,360.55 358 675.00

0.00 $0.00 0.00

69,806.86 $293,930.63 961,936.00

170,007 .99 $666,805.93 1,212,841.00

176,544.18 $913,675.96  2,062,008.00

22 185.42 %87 671.68 368,262 .00

32,782.06 $189,770.19 490,184.00

231,456.03 $1,143,228.79 2,758 623.00

163,056.06 $512.509.81 1,166,260.00

0.00 $0.00 0.00

0.00 $0.00 0.00

6,501.66 $13,804 .36 101,804.00

119,354.37 $244,478.72 586,101.00

0.00 $0.00 Q.00

(.00 541,084.76 0.00

0.00 $6,562.50  2,064,071.00

405 656.13 $405,656.13 1,379,975.00

0.00 $0.00 0.00

0.00 $0.00 5,000.00

0.00 $0.00 (.00

0.00 $0.00 0.00

0.00 $0.00 800,000.00

$2.910,542.12  510,583,858.78 §32,753,402.00
109,766.46 2,344 078.35
{351,778.63) 1,738,207 96
$14,683,435.02 _ $14,669,435.02
514 411 168.64 514 411,169.64
$272,.265.38 $272,265.38
$14,683,435.02 $14,683,435.02
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Montoursville Area School District
School Board Meeting Agenda
December 6, 2022
7:00 PM
Montoursville Area High School

| General:

G-1

G-2

G-3

G-4

G-5

G-7

Approval of the Voice Services agreement between Montoursville Area School District and
BLaSt [U#17. The new contract is increasing from $667 to $700 per month. We will also be
adding a new ES911 compliance for an additional $222.25 per month. (Attachment)

Approval of an agreement between Montoursville Area School District and CRC Group for
Cyber Insurance. 2022-2023 cost was $13,442. 2023-2024 cost will be $18,908 (the
coverage is the same). (Attachment)

Approval of a Use of Facilities request from Sandra Trick, The Arrowhead, Lyter Elementary
School gym, Saturday, April 1, 2023, 6:30 PM to 8:30 PM. (Attachment)

Approval to establish a C. E. McCall Middle School Ski Club and Activity Accounts with
Bylaws. (Attachment)

Approval of a Substitute Interpreter Contract between Montoursville Area School District and
Paige Trotlier. (Attachment)

Approval of an Act 1, Special Session of 2006, resolution to limit the 2023-2024 real estate fax
increase to the established Act 1 index. (Attachment)

Approval of the board president, vice president, secretary, and treasurer as authorized signers
for the following school district bank accounts for the reminder of the 2022-2023 school year:

PSDLAF Payrolt Fund

PSDLAF Capital Reserve Fund

PSDLAF Financial Security Account

PSDLAF Investment Account

PSDLAF Capital Project Fund

Muncy Bank and Trust Co. High School Activity Fund
Muncy Bank and Trust Co. Memorial Gardens Care Fun
Muncy Bank and Trust Co. Food Service Fund

Muncy Bank and Trust Co. Middle School Activity Fund
FNB Lockbox Checking

| Personnel:

P-1

Approval of the following addition to the School Security Guard, effective December 7, 2022:

Employee Pasition Rate of Pay Replacement for;
lL.aRue Stelene | Full-Time Security $56,000 pro rata New Position
Personnel Captain |




P-3

P-5

P-6

P-7

P-8

Approval of a Retirement from a member of the Professional Staff:

Emplovee

Position

Years of Service

Effective

Eric Comini

Tech Ed

20

June 30, 2023

Approval of a Retirement from a member of the Support Staff:

Employee

Position

Years of Service

Effective

Bonnie Keagle

Cafeteria

39

June 30, 2023

Approval of the following unpaid leave of absences from a member of the staff:

Employee Effective Date(s)
101985 November 17, 2022 to January 2, 2023

Approval of the following FMLA leave from a member of the staff:

 Employee

Effective Date(s)

101393

January 25, 2023 to June 8, 2023

Approval of the following addition to a Long-Term Professional position:

Employee | Position Dates Replacement for:
Diane King Special Education | October 31, 2022 to December 22, | 101804
2022

Approval of the following Volunteer Van Driver for the C. E. McCalf Ski Club:

Volunteer

Alex Witter

Approval of the following changes/additions to the 2022-2023 Coaching Staff:

Coach Sport Position Stipend | Replacement for:
Mikayla Arnold Fall Girls Softball 1 Jr High Coach $1,050 | Mike Tate

Drew Arnold Fall Gitls Softball | Assistant $2,000 | Tom George
Kayla Zimmerman | Fall Girls Softball | Assistant $1,000 | Dan Fredericks
Joseph Hanna Foothail Head Coach $6,960 | Michael Boughton

Approval of the following addition to the Substitute Teacher list for the 2022-2023 school year;

Substitute Certification
Kayla Markley Mathematics
Janice Menge! Special Education
Danae Roles Elementary
Bradley Deacon Science




P-10

P-11

P-12

Approval of the following addition o the Guest Substitute Teacher list for the 2022-2023 school
year:

| Guest Teacher
Lawrence Gage

Approval of the following addition to the Support Staff Substitute list for the 2022-2023 school
year:

Substitute Sub Position
Gina O'Neal Paraprofessional
Bradley Deacon Custodian

Approval of the following resignation from a member of the Support Staff.

Employee Position Effective

Lisa Brown Part-Time Custodian November 29, 2022

| Transportation:

T-1

T-2

Approval of Promisetand Busing Rate in the amounts of $3,240.24 and $2,320.94 for
November 2022. (Attachment)

Approval of the following addition to the School Bus Driver list and Aide list for the 2022-2023
school year:

Driver and Aide: Bus Contractor

Sarah Zinck Promiseland Busing







raanrbnd: chuLLrTAR

BLaST IU17 Voice Services Agreement

10-31-2022

Montoursville Area School District
50 N Arch 5t

Montoursvitle, PA 17754

G-1

1. Purpose

This Service Agreement is executed batween ELaﬁIlnI&tms_diaiﬂMnm single bmed enmy of the
regional pricing consortivm known a3 the Bl :

Lonsortium, and: Montoursvllle Area School Dlstrit:t Alllisted prlcesbelaw are fur a 3 year gservice
agresment,

2. Service Selaction

Please select which services you would like by entering a value in the Quanti;y'colﬁmn.

Service Detalls Quantity
VOIP Standard 1 SIP Trunk, 20 Concurrent calls, 10 D8Ds : $700 monthly {
VOIP Premium Add Priority Remote/Onsite Support/Maintenance of alf
On Girandstream syatems @ $245 Monthly "
FAX Line Fax through internet, 1 OID: $125 yearly et
Eg11 Compliance™ | %1 monthly per extension for the first 100 extensions. $0.76 Z 6 3
‘ monthly per extension thetaafter

“Note: Read Carefully Sections 3 and 4 and review attached note on Kari's Law and Ray Baum's Act




3. E911 Compliance Service Opt - In

BLaST IU17 shall be compliant with "47 CFR Part 9, Subpart F - Multi-Line Telephone
Systems"(see attached £E911 document). BLaST W17 cannot perform any major system
maintenance or upgrades unless our customers have compliant systems.

What this means for our customers;

Although Multi-Line Telephone Systermns (MLTS) installed on or before February 16, 2020 may
not apply to subpart F, BLaST Voice Services still falls under these guidelines and must
adhere to them, therefore we recommend purchasing our £911 Compliance service, Included
with this service are dispatchabie locations for each phone which will provide 911 the
building, floor, and room number from which the call was placed.

If purchasing our E311 Compliance service:

By purchasing our £911 Compliance service, you agree to fill out the initial sub location
template. By signing off on this section, you agree {o fill out the inltial sub location template
and are liable for the accuracy of this information you must provide to BLaST. By signing off
on this section, you also agree to consult with BLaST before an extension number is added,
changed or removed from the system and that both wired and wirgless VOIP devices will
remain in the room/location as indicated in the initial sub location template. You also agree to
cansult with BLaST If any system changes need to be made as it relates fo E911.

By signing this section, you acknowledge that BLaST is not iable for any system changes not
made by BLaST as it relates to E911 and you alzo agree to consult with BLaST for any future
extension changes, equipmant moves and or new sub location assignments.

Montoursville Area School District Slanatures:
Name: Name:
Title: Title:
Date; Date:
Signature! Signature:




4. E911 Compliance Opt « Out {only compiete this section if not purchasing our ES11
Compliance service)

By signing below, you acknowledge that BLaST is not responsible or liable for extension
changes In their phone systern and BLaST is not responsible or liable for E911 compliance as
it relates to "47 CFR Part 9, Subpart F - Multi-Line Telephone Systems” .

By signing below, you guarantee that your phone system is or will be E211 compliant with "47
CFR Part 9, Subpart F- Multi-Line Telephone Systems" through another method before
requesting any future phone system mairtenance from BLaST,

Montoursville Area School District Signatures.
Name: Name:
Title: Title:
Date: Date:;

Stgnature; Signature:




4, Acceptance of Service Agreement

By signing below, | acknowledge | read and understood sl of the above sections and attached
documentation. | agree to all monthly charges according to the above selected services and
acknowledge a cancellation of service will require a 60 day notice. | alse acknowledge that
BLaST does not have a SPIN number and these services are not e-rateable and
Montoursville Area School District will budget the amount of cost of services. | also
understand all selacted services ara for & 3 year agreemeant.

Montoursvil rea School Dis lgnatures:

Name: Mame:

Title: Title:

Date; Date:

Signature: Signature:

BlLasT natures:

Name; Name:

Title: Title:

Date; Date:

Signature: Signature:




101 West Avenue| Sujte 150

CRC Group Jenkintowr], PA#18046

FPhone: 215-576-1500

Marcia Confer Nov 09, 2022
W. R. Sims Agency, Inc.

1036 Washington Blvd.,

Williamsport, PA 17701

Re: Montoursville Area School District, Refft 10973813-8
Propased Effective 1/14/2023 to 1/14/2024

Dear Marcia:

We are pleased to confirm the attached quotation for Cyber being offered with ACE American Insurance
Company. This carrier is Admitted in the state of PA. Please note that this quotation is based on the .
coverage, terms and conditions as stated in the aftached quotation, which may be different from those
requested in your original submission. As you are the representative of the Insured, it is incumbent upon you
to review the terms of this quotation carefully with your Insured, and reconcile any differences from the terms
requested in the orlglnal submission. CRC Insurance Services, Inc. disclaims any responsibility for your failure
to reconcile with the Insured any differences between the terms quoted as per the attached and those terms
originally requested. The attached quotation may not be bound without a fully executed CRC brokerage
agreement,

NOTE: The Insurance Carrier indicated in this quotation reserves the right, at its sole discretion, to
amend or withdraw this quotation if it becomes aware of any new, corrected or updated infermation
that is believed to be a material change and consequently would change the original under’writing
decision. : :

Shou!d "e:'d'\}é'rége be elected as quoted per the attached, Premium and Commission are as follows: -

Premium: $1 3,903.00 E Dptiﬂﬁ #1 l Dnﬁon fo Eleéf-Terrorism COV&I’QC]&H

TRIPRA Premium:
Additional Taxes:
Total Including TRIA(if elected) $18,908.00

Grand Total: $18,908.00

Commission: 12%

Broker Fees & Policy Fees are Fully Earned at Binding

NOTE: If insured is located outside your resident state, you must hold appropriate nen-resident
license prior to binding.

If Non Admitted the following applies:




Pennsylvania Tax Filings are the responsibility of: () Your Agency () CRC

CRC Insurance Services, License #65024

The insurer which has issued this insurance is not licensed by the Pennsylvania Insurance Department and is
subject to limited regulation. This insurance is NOT covered by the Pennsylvania Property and Casualty
insurance Guaranty Association.

Upon requesting quotes and/or placement for the coverage listed herein, the producing retail broker hereby
confirms that he/she has performed any and all diligent searches, as may be required by statute, for coverage
through licensed carriers or other means of placement, and as necessary maintain proof of declination. Where
allowed by governing statutes, "diligent effort” may not require an actual physical search and declination on
each risk, but may be based on the retail producing broker's own experience, opinion and overall knowledge
of acceptability in the admitted marketplace.

CRC is compensated in a variety of ways, including commissions and fees paid by insurance companies and
fees paid by clients. Some insurance companies pay brokers supplemental commissions (sometimes referred
to as "contingent commissions” or “incentive commissions”}), which is compensation that is based on a broker's
performance with that carrier. These supplemental commissions may be based on volume, profitability,
retention, growth or other measures. Even if a contingent commission agreement exists with a carrier, we
recognize that our responsibility is to promote the best interests of the policyholder in the selection of an
insurance company. For more information on CRC's compensation, please contact your CRC broker.

Financing Insurance Premiums

Premium financing budgets insurance payments and improves liquidity for other business objectives: working
capital, business growth, business expansion.

If your clients choose to pay their insurance in monthly instaliments, it's fast and easy with AFCO Credit
Corporation, which is an affiliate of CRC, providing premium financing solutions for companies across the
United States.

You can learn more about how premium financing works and how it can expand your relationship with your
clients by emailing afcodirect@afco.com: or call toll-free 877-317-6437, option 1. Additional information is

available at htips://www afco.com/partners/cre.html.

Sincerely,

Lucille C Sulock

Isulock@cregroup.com
10973813

CONFIDENTIAL



Westchester Cyber Enterprise Risk Management
A Chubb Compaty I nsurance PrOpOS al

To:
Alex Flesnarski

Company:
CRC INSURANCE SERVICES INC

From:

Westchester Underwriting

Company:
ACE American Insurance Company

' ontoursvﬂle Area School District

Applicant Address: 50 N. Arch St.
Montoursville, PA 17754-1902
Type of submission: Renewal Business
Line of Coverage: Chubb Cyber Enterprise Risk Management Policy
Insurance Company: ACE American Insurance Company
Palicy Form: PF-48169 10/10
Policy Period: 01-14-2023 To 01-14-2024

CoverLette
Pear Alex Plosnarsk,

I am pleased to offer the attached indication for Montoursville Area School District.

Thank you for considering Westchester as your market of choice. We look forward to working with you. Should you
have any questions, please do not hesitate to contact me.

Sincerely,

Wastchester Underwriting
Westchester, A Chubb Company
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Subjectivities

Westchester hereby indicates the coverage described below. However, any obligations the Insurer may have under
this indication are conditioned upon each of the following conditions having first been met.

1. The Applicant has submitted to the Insurer the following documents, and the Insurer has received such
documents no later than close of business on policy inception:

2, If coverage is subsequently bound by the Insurer, the Applicant has remitted the premium specified below
to the Insurer so that the Insurer receives the premium no later than cloge of business on the goth day from
the date of the Binder or the Effective Drate of the policy, whichever is later.

Maximum Policy Aggregate  $1,000,000
Limit of Insurance

Cyber Incident
Retention/Waiting  Response
Check if Lirpit of Insurance Period Coach
Included Insuring Agreement Each Incident/Aggregate  Each Incident Retention
57 Cyber Incident Response Fund  Inside Limit
Cyber Incident Response Team  $1,000,000/$1,000,000  $25,000 $25,000
Non-Panel Response Provider $250,000/$250,000 $25,000 N/A

Business Interruption Loss and

52 Extra Bxpenses $1,000,000/4$1,000,000  $25,000/18 Hours N/A
Contingent Business Interruption
<] Loss and Extra Expenses
Scheduled Providers N/A N/A N/A
Unscheduled Providers $1,000,060/%1,000,000  $25,000/24 Hours N/A
[ Digital Data Recovery $1,000,000/%1,000,000 825,000 N/A
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< Network Extortion

Check if
Included Insuring Agreement

Cyber, Privacy And Network
X Security Liability

Regulatory Proceedings

Payment Card Loss

Electronie, Social & Printed
[>] Media

Period of Neglect
0-45 days

46-00 days
g1-180 days
181-365 days
366+ days

$1,000,000/$1,000,000

Limit of Insurance
Each Claim/Aggregate

$1,000,000/$1,000,000

$1,000,000/%$1,000,000

$1,000,000/%$1,000,000

£1,000,000/%1,000,000

$25,000

Retention Each
Claim

$25,000

$25,000

$25,000

$25,000

Coinsurance
0%

5%

10%

25%

50%

N/A

Limit

$1,000,000
$500,000
$250,000
$100,000
$50,000

Coverage Retention
Ransomware Encounter $25,000
Widespread Severe Known Vulnerability Exploit $25,000
Widespread Software Supply Chain Exploit $25,000
All Other Widespread Events $25,000
$25,000

Widespread Severe Zero Day Exploit

Check if
Included Insuring Agreement

5 Computer Fraud
Funds Transfer Fraud
4

Social Engitieering Fraud

PF-4B167 (10/186)

Limit of Insurance
¥ach Incident/Aggregate

$250,000/%$250,000

$250,000/%250,000

$250,000/$250,000

Coinsurance
a%
0%
o%
0%
0%

Retention/Waiting
Period
Fach Incident

$25,000

$25,000

$25,000

Limit
%1,000,000

$1,000,000
$1,000,000
$1,000,000
$1,000,000
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Optional Kxtended Reporting Period:12 months for 100% of last annual premium

Retroactive Date (only applicable to Third Party Liability Insuring Agreements): Full Prior Acts
Pending or Prior Date (only applicable to Third Party Insuring Agreements): 01-14-2022
Total Due: $18,908.00

Maximum Single Limit of $1,000,000 Maximum Policy Aggregate  $1,000,000
Insurance Limit of Insurance

Cyber Incident
Retention/Waiting  Response
Check if Limit of Insurarnce Period Coach
Inclided Insuring Agreement Each Incident/Aggregate  Fach Incident Retention
57 Cyber Incident Response Fund  Inside Limit
Cyber Incident Response Team  $1,000,000/$1,000,000  $25,000 %0
Non-FPanel Response Frovider $100,000/$100,000 $25,000 N/A

Business Interruption Loss and

] Extra Expenses $1,000,000/$1,000,000  $25,000/18 Hours N/A

Contingent Business Interruption

[ Loss and Extra Expenses
Scheduled Providers N/A N/A N/A
Unscheduled Providers $1,000,000/$1,000,000  $25,000/24 Hours N/A
X Digital Data Recovery %1,000,000/%1,000,000  $25,000 N/A
[:;g Network Extortion $1,000,000/$1,000,000  $25,000 N/A

Check if Limit of Insurance Retention Each

Included Insuring Agreement Each Claim/Apgregate Claim
Cyber, Privacy And Network , .
] S§Ct11'i ty Liabﬁity $1,000,000/§1,000,000  $25,000
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Regulatory Proceedings $1,000,000/$1,000,000  $25,000

Fayment Card Loss $1,000,000/$1,000,000  $25,000

Electronic, Social & Printed
4 Media

$1,000,000/%$1,000,000  $25,000

Period of Neglect Coinsurance Limit

0-45 days 0% $1,000,000
46-90 days 5% $500,000
91-180 days 10% $250,000
181-365 days 25% $100,000
366+ days 50% $50,000

Coverage Retention Coingurange Limat
Rangomware Encounter $25,000 0% $1,000,000
Widespread Severe Known Vulnerability Exploit $25,600 o% $500,000
Widespread Software Supply Chain Exploit %25 000 0% $500,000
All Other Widespread Events $05,000 o% $500,000
Widespread Severe Zero Day Exploit $25,000 0% $500,000

Retention/Waiting
Check if Limit of Ingurance Period
Included  Insuring Agreement Each Incident/Aggregate  Each Incident
= Computer Frand $250,000/$253,000 $25,000
] Funds Transfer Fraud $250,000/$250,000 $25,000
7] Social Engineering Fraud $250,000/%$250,000 $25,000

Optional Extended Reporting Period:12 months for 100% of last annual premium

Retroactive Date (only applicable to Third Party Liability Insuring Agreements): Full Prior Acts
Pending or Prior Date (only applicable to Third Party Insuring Agreements): 01-14-20273
Total Due: $17,074.00
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Form Number

Form Applicable to
Option(s)

WestchesterCyberServiceS

nlut (ions)
TR~19606¢ (0820)

PF-48169 (1016)
PF-48257 (0g18)
PF-48259 (1016}

PF-48260 (1016)

ALL-20887a (0316)
PFa7914a (0416)

PF-46422 (0715)
PI*-48155 (0916)

PF-49485 (0817)

PF-333683 (1021)
PF-49468 {0817}
PF-49464 (0827}
Ce-1ka1 (D321)
PF-48320 (1016)
PF-usnb77 (1021)
PF-3336015 (1021)
PF-33368%0 (1021)
PF-333681 (1021)
Pl-s6230 (1221}

POLICYHOLDER DISCLOSURE NOTICE OF TERRORISM
INSURANCE COVERAGE

CHUBE CYRBER ENTERIPRISE RISK MANAGEMENT POLICY
CYBER CRIME ENDORSEMENT

POLICYHOLDER NOTICE CYRER SERVICES FOR INCIDENT
RESPONSE

FOLICYHOLDER NOTICE CYBER SERVICES FOR LOSS
MITIGATION

CHUBBR PRODUCER COMPENSATION PRACTICES & POLICIES
1.5, TREASURY DEPARTMENT'S OFFICE OF FOREIGN ASSETS
CONTROL ("OFAC") ADVISORY NOTICE TO POLICYHOLDERS
TRADE OR ECONOMIC BANCTIONS ENDORSEMENT
ADDITIONAL INSURED - BLANKET PURSUANT TO A CONTRACT
« CyberlERM

BREFACH RESPONSE INDEMNITIEE - BLANKET PURSUANT TO A
CONTRACT

PROTECTIVE SAFEGUARDS EXCLUSIONS ENDORSEMENT
GENERAL ENHANCEMENT ENDORSEMENT - CYBER
Educational Institutions Endorsement

SIGNATURES (ALL STATES EXCEPT OH)

Amendatory Endorsement - Pennsylvania

GENERAL AMENDATORY ENDORSEMENT

NEGLECTED SOFTWARE EXPLOIT ENDORSEMENT
RANSOMWARE ENCOUNTER ENDORSEMENT

WIDESPREAD EVENT ENDORSEMENT

Coordination of Coinsurance Endorsement

1

1
1
1
1
1
1
1
i
1
1

lowing:

Coveragefnr acts of terrorism is included in your policy. The portion of your annual premium that is
attributable to coverage for acts of tetvorism is $0, and does not include any charges for the portion of losses
covered by the United States government under the Act.

With the purchase of a Chubb Cyber Enterprise Risk Management Policy, we offer various premiere services as
a benefit to policyholders to help mitigate cyber risks before an event occurs. Please note that some services
may require an additional fee. Any fees are not premium for the insurance policy. The fee is paid to the entity
performing the service. There is no commission associated with the fee. The entities listed on the wehsite are
not providers of insurance services and are not affiliated with Chubb. Purchase of any service does not guaranty
that losses will be fewer or less severe. Any loss mitigation inspection, assessment, or audit purchased, and any
report or recommendation resulting therefrom, shall not constitute an undertaking at the behest of or for the
benefit of Chubb. Chubb also assumes no responsibility to implement any resulting recommendations.

PF-48167 (10/16)
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Service Selected: Chubb Loss Mitigation Services (Additional Fee Total Cost
with No Commission)

L] Incident Response Readiness led by Fidelis %3,000

] Information Governance led by Huron $3,000
L] Network Valnerability Scans led by NetDiligence $3,000
M Phishing Simulation led by Wombat $3,000
[1 Dayrk Welb Discovery led by Bit Sight $3,000

This indication will remain valtd until the expiration date of the Applicant’s current policy if Applicant has similax
coverage found in this indication, otherwise this indication will expire 12-0'-2022.

If between the date of this Indication and the Bffective Date of the policy there is a significant adverse change in
the condition of this Applicant, or an occurrence of an event, or other circumstances which could substantially
change the underwriting evaluation of the Applicant, then, at the Insurer’s option, this indication may be
withdrawn by written notice thereof to Applicant. The Insurer also reserves the right to modify the final terms and
conditions upon review of the completed application and any other information requested by the underwriter
herein. If such material change in the risk is discovered after binding, the insurance coverage will be void ab initio
{“from the beginning").

FOR POLICIES EFFECTIVE JULY 21, 2011 AND SUBSEQUENT, WE REQUIRE THE PRODUCER TO FPROVIDE
THE “HOME STATE"” A5 DEFINED IN THE NONADMITTED AND REINSURANCE REFORM ACT OF 2010
{NRRA) UPON THE BINDING OF TH1S PLACEMENT. IF THE STATE SET FORTH IN THE ABOVE-
REFERENCED INSURED ADDRESS IS THE HOME STATE OF THE INSURED, NO ACTION IS REQUIRED.
HOWEVER, IF THE HOME STATE OF THE INSURED IS OTHER THAN THAT SET FORTH IN THE INSURED
ADDRESS, YOU MUST NOTIFY US IN WRITING PRIOR TO THE BINDING OF THIS PLACEMENT.

Note: I the Insuring Company noted abave is either Westchester Surplus Lines [nsurance Company or Illinois
Union Insurance Company, then this insurance is issued pursuant to the state Surplus Lines laws that the insured
is domiciled. Persons insured by Surplus Lines carriers do not have the protection of the above captioned state’s
Guaranty Act to the extent of any right of recovery for the obligation of an insolvent unlicensed insurer.

Any applicable taxes, surcharges or countersignature fees, etc., are in addition to the above indicated figures. Your
office is responsible for making State Surplus Lines Filings and complying with all applicable laws.

Sincerely,

Westchester Underwriting
Waestchester, A Chubb Company
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Chubb. Insured.
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Westchester'

Purchasing cyber insurance from Westchester i a great first step to help proteet your organization from the financial and reputational losses
expericnend when data Breaches and system outages ocour. But predection doesn't end therve,

Westchester's policyholders have access to a selection of essential mitigation tools and advisory resources that can helpyou reduce your exposures
365 days a year,

Put the power of our solutions and advisory resources to work for your organization today. To request scrvices or schedule an orientation call
with 5 Westchester Cyber Risk Advisor, visit https:/iwww. westhester, com/enfeontact-us/produet-ling/financial-lines. buml, or email us 8
pronsk@westchester.com,

andedlhs L

Incident Response Mobile App: Get 24/7 incident reporting and responscservice resources at
your fingertips.

Online Response Plan Manager: Build and maintain a customized responscplan that cun
be accessed via the web or a inobile device.

Virtual Incldent Response Tabletop Exerclse: Use a virtual, interactive cyberevent
simulation (o test your organization’s ability to appropriately comply with your incident
responss plasn,

Response Readiness Assessment: Reccive a personalized assessment of your

current incident response plan or et help creasting an incidentresponse plan if you do
not already have one in place

critieal and recently identified softwarc vulnerabilities.

External Vulnerability Monitering: Use an online platform to help identify potential
weaknesses in your computing systems before they may lead toa data breach or system
downtime,

Network Vulnerability Scan: Use an automated vulnerability scan to test yourfirewalls,
wel applications, and mail servers for common vulnerabilities.

Westchester”

A Chubb Company



Multifactor Authentication (MFA) Assessinent: Review and test your MFA implementation,
ind receive gutdance t help mitigate potential exposures,

MFA Implementation: Gel help selecting, designing, and implementing anMFA
solution,

Secure Password Manager: Make it casier for your employees to create anduse sironger
passwords,

Phishing Emait Simulator: Test your employees to see haw well they respondto
simulated phishing atlacks.

Perimeter Email Security: Get help selecting, designing, and implementingemail
filtering and sandboxing,

Security Awareness Training: Provide training to your employees on cyberscenrity best
practices and how to identify potential threats,

Cyber Risk Resource Library: Access this online resource for information and technicat
resources that can help prevent network, eyber, and privacy losses.

QU - YOUT TIe WY

Endpoint Security and Responser Help detect and stop malicious aclivity,such as
ransomware, frotn spreading through your network.

fatch Mamagement: CGet help selecting, designing, and implementing asolution to deploy
updites to your software.

To request online, scan the QR code or visit
www.westehiester.com/en/eontact-us/product-
line/financial-lines.htmt.

This material comding praduet summaries intended for use unlely by properly Ieensed insuranes professionuis. The insurance policy
aciuaily issued containg e wrmg and eonditions of the ponact, AlE praducts may not be svailabtlc s all stares winl sieplus Imes

I
producty i b affered onky drough liconsed surplus lines produsers. Tnsurance provided by Wesichester Fire Bisuramee Company nd (} " .~ @
its .5, hased Chubb underwlling company aftitises, Chubh is the markeling name used to vefir o subkidisites nf Chubb Limited ( ls‘ (‘ ?(5 e’
privviding insugance nnid . ‘ . ' .
relted sdrvives, For a list of these subxidiories, plense visit vur wobsite at wiws chollecnm, A Chubih Lm‘ﬂﬂiil‘ly
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CH U B B
POLICYHOLDER
DISCLOSURE NOTICE
OF TERRORISM
INSURANCE COVERAGE

Coverage for acts of terrorism is included in your policy. As defined in Section 102(1} of the Act: The term
“act of terrorism™ means any act or acts that are certified by the Secretary of the Treasury---in consultation
with the Secretary of Homeland Sceurity, and the Attorney Generat of the United States--

-to be an act of terrorism; to be a violent act or an act that is dangerous to human life, property, or infrastructure; to
have resulted in damage within the United States, or outside the United States in the case of certain air carriers or
vessels or the premises of a United States mission; and to have been committed by an individual or individuals as
part of an effort to coerce the civilian population of the United States or to influence the policy or affect the
conduct of the United States Government by coercion. Under your coverage, any losses resulting from certified
acts of terrorism tmay be parctially reimbursed by the United States Government under a formula established
by the Terrorism Risk Insurance Act, as amended. However, your policy may contain other exclusions which might
affect your coverage, such as an exclusion for nuclear events. Under the formuls, the United States
Government will reimburse 80% of covered terrorism losses exceeding the statutorily established deductible paid
by the insurance company providing the coverage. The Terrorism Risk Insurance Act, as amended, contains a $100
billion cap that limits U.S. Government reimbursement as well as insurers’ liability for losses resulting from
certified acts of terrorism when the amount of such losses exceeds $100 billion in any one calendar year. If the

aggregate ingured losses for all insurers exceed $100 billion, your coverage may be reduced.

The portion of your annual premium that is attributable to coverage for acts of terrorism is 0, and does nat include

any charges for the portion of losses covered by the United States government under the Act.

1 ACKNOWLEDGE THAT I HAVE BEEN NOTIFIED THAT UNDER THE TERRORISM RISK
INSURANCE ACT, AS AMENDED, ANY LOSSES RESULTING FROM CERTIFIED ACTS OF
TERRORISM UNDER MY POLICY COVERAGE MAY BE PARTIALLY REIMBURSED BY THE
UNITED STATES GOVERNMENT AND MAY BE SUBJECT TO A $100 BILLION CAP THAT MAY
REDUCE MY COVERAGE, AND I HAVE BEEN NOTIFIED OF THE PORTION OF MY PREMIUM
ATTRIBUTAEBLE TO SUCH COVERAGE.

TR-14606e {08/20)




Westchester Chubb Cyber Enterprise
‘A Chubsty Compay RjSkManagement Policy

In consideration of the payment of the preminm, in reliance upon the Application, and subject to the
Declarations and the terms and conditions of this Policy, the Insureds and the Insurer agree as follows:

L INSURING AGREEMENTS e
Coverage is afforded pursuant to those Insuring Agreements purchased, as shown in tem 4 of the Declarations.
FIRST PARTY INSURING AGREEMENTS
A. CYBER INCIDENT RESPONSE FUND

The Insurer will pay Cyber Incident Response Expenses incurred by an Insured in response 10 a
Cyber Incident first discovered by any Control Group Member during the Policy Period.

B. BUSINESS INTERRUPTION AND EXTRA EXPENSES
The Insurer will pay:

t. the Business Interruption Loss and Extra Expenses incurred by an Insured during the Period of
Restoration resulting directly from a Cyber Incident which first occurs during the Policy Period;
and

3, the Contingent Business Interruption Loss and Extra Expenses incurred by an Insured during
the Period of Restoration resulting directly from a Cyber Incident which first oceurs during the

Policy Period.
C. DIGITAL DATA RECOVERY

The Insurer will pay the Digital Data Recovery Costs incurred by an Insured resulting directly from a
Cyber Incident first discovered by any Control Group Member during the Policy Period.

D. NETWORK EXTORTION

The Insurer will reimburse Extortion Expenses incurred by an Imsured in response to a Cyber
Incident first discovered by any Control Group Member during the Policy Period.

THIRD PARTY LIABILITY INSURING AGREEMENTS
E. CYBER, PRIVACY AND NETWORK SECURITY LIABILITY

The Insurer will pay Damages and Claim Expenses by reason of a Claim first made against an Insured
during the Policy Period for a Cyber Incident which first oceurs on or after the Retroactive Date and

prior to the end of the Policy Period.
F. ELECTRONIC, SOCIAL AND PRINTED MEDIA LIABILITY

The Insurer will pay Damages and Claim Expenses by reason of a Claim first made against an Insured
during the Policy Period for a Media Incident which first occurs on or after the Retroactive Date and

1L

When used in this Policy:

Act of Cyber-Terrorism means: (i) any act, including force or violence, or the threat thereof, expressly directed
against a Computer System operated by an Insured, by an individual or any group of individuals, whether
acting alone, on behalf of or in connection with any entity or government to damage, destroy or access a
Computer System without autherization; or, (il) a targeted denial of service attack or transmittal of corrupting
or harmful software code at or into the Insured’s Computer System for social, ideological, religious, economic
or political reasons, including intimidating or coercing a government, a civilian population or disrupting any
segment of an econormy.
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Application means all applications, including any attachments thereto, and all other information and materials
submitted by or on behalf of the Insureds to the Insurer in connection with the Insurer underwriting this
Policy or any policy of which this Policy 1s a direct renewal or replacement. All such applications, assessments,
attachments, information and materials are deemed attached to and incorporated into this Policy.

Bodily Injury means injury to the body, sickness, disease, or death. Bodily Injury also means mental injury,
mental anguish, mental tension, emotional distress, pain and suffering, or shock, whether or not resulting from
injury to the body, sickness, disease or death of any person,

Business Interruption Loss means:
1. the Insured’s continuing normal operating and payroll expenses; and

2. the Insured’s net profit before income taxes that would have been earned had no Interruption in
Service of the Insured’s Computer System occurred.

Claim means any:
1. written demand against any Insured for monetary damages or non-moenetary or injunctive relief;

2. civil proceeding against any Insured seeking monetary damages or non-monetary or injunctive relief,
commenced by the service of 4 complaint or similar pleading;

3. arbitration or mediation proceeding against any Insured seeking monetary damages or non-monetary or
injunctive relief, commenced by the receipt of a written demand, or service of a complaint or similar
pleading;

4. criminal proceeding against an Insured commenced by: (a) an arrest, or (b) a return of an indictment,
information or similar document;

5. written request directed at an Insured to toll or waive a statute of limitations applicable to a Claim
referenced in paragraphs 1-4 immediately above; or

6. Regulatory Proceeding,
including, where applicable, any appeal therefrom.
Claims Expenses means the reasonable and necessary:

1. attorneys fees, mediation costs, arbitration expenses, expert witness fees and other fees and costs
incurred by the Insurer, or by an Insured with the Insurer’s prior written consent, in the investigation
and defense of a Claim; and

2. premiums for any appeal bond, attachment bond or similar bond, although the Insurer shall have no
obligation to apply for ot furnish such bond.

Claims Expenses shall not include wages, salaries or other compensation of directors, officers, similar
executives, or employees of the Insurer or any Insured.

Computer System means computer hardware, software, Telephone System, firmware, and the data stored
thereon, as well as associated input and output devices, data storage devices, networking equipment and storage
area network or other electronic data backup facililies.

Consumer Redress Fund means & sum of money which an Insured is legally obligated to deposit in a fund as
equitable relief for the payment of consumer claims due to an adverse judgment or settlement of a Regulatory
Proceeding. Consumer Redress Fund shall not include any amounts paid which constitute taxes, fines,
penalties, injunctive relief or sanctions.

Contingent Business Interruption Loss means:
1. the Insured’s continning normal operating and payroll expenses; and

2. the Imsured’s net profit before income taxes that would have been earned had no Imterruption in
Service of a Shared Computer System occurred.

Control Group Member means, as applicable, an Organization’s Chief Executive Officer, Chief Financial
Officer, Chiefl Information Officer, Chief Information Security Officer, Chief Privacy Officer, Chief Technology
Officer, General Counsel, Risk Manager, or the organizational or functional equivalent of such positions.
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Costs means:

i

W

=

5.
6.

Cyber Incident Response Expenses;
Rusiness Interruption Loss;
Contingent Business Interruption Loss;
Extra Expenses;

Digital Data Recovery Costs; or

Extortion Expenses.

Cyber Incident means;

1.

with respect to Insuring Agreement A, Cyber Incident Response Fund,
a. any actual or reasonably suspected Network Security Failure;

b. any actual or reasonably suspected failure by an Insured, or any independent contractor for whom
or for which an Insured is legally responsible, to properly handle, manage, store, destroy, protect,
use or otherwise control Protected Information;

¢. any unintentional violation by an Insured of any Privacy or Cyber Law, including the
unintentional wrongful collection of Protected Information by an Insured;

d. any reasonably suspected Interruption in Service, provided a Limit of Insurance is shown in the
Declarations applicable to Insuring Agreement B, Business Interruption And Extra Expenses; or

e. any reasonably suspected Network Extortion Threat, provided a Limit of Insurance is shown in
the Declarations applicable to Insuring Agreement D, Netwark Extortion;

with respect to Insuring Agreement B, Business Interruption And Exira Expenses, an actual
Interruption in Service;

with respect to Insuring Agreement C, Digital Data Recovery, an actual Network Security Faflure
resulting in Digital Data Recovery Costs;

with respect to {nsuring Agreement D, Network Extortion, an actual Network Extortion Threat; or
with respect to Insuring Agreement E, Cyber, Privacy And Network Security Liability, any error,
misstatement, misleading statement, act, omission, neglect, breach of duty or other offense actually or

allegedly committed or attempted by any Insured in their capacity as such, resulting in or based upon a
Cyber Incident as referenced in paragraphs 1 - 4 immediately above.

Cyber Incident Response Coach means the law firm within the Cyber Incident Response Team,
designated for consultative and pre-litigation legal services provided to an Insured.

Cyber Incident Response Expenses means those reasonable and necessary expenses paid or incurred by an
Insured as a result of a Cyber Incident. Such expenses are as follows:

retaining the services of the Cyber Incident Response Coach;

retaining the services of a third party computer forensics firm to determine the cause and scope of a
Cyber Incident;

retaining the services of a public relations or crisis communications firm for the purpose of protecting or
restoring the reputation of, or mitigating financial harm to, an Insared;

retaining the services of a law firm to determine the Insured’s rights under the indemnification
provisions of a written agreement between the Insured and any other person or entity with respect to a
Cyber Incident otherwise covered under Insuring Agreements A - E of this PPolicy;

expenses required to comply with Privacy or Cyber Laws, including:

a. retaining the services of a law firm to determine the applicability of and actions necessary to comply
with rivaey or Cyber Laws,;
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b. drafting notification letters, and to report and communicate as required with any regulatory,
administrative or supervisory authority:

¢. retaining call center and other related services for notification as required by law; or
d. providing credit monitoring, credit freezing or credit thawing,.

For purposes of this paragraph 5, compliance with Privacy or Cyber Laws shall follow the law of the
applicable jurisdiction that most favors coverage for such expenses;

expenses not required to comply with Privacy or Cyber Laws, and with the Insurer’s prior consent,
for:

a. nolifying a natural person whose Protected Information has been wrongfully disclosed or
otherwise compromised, including retaining a notification service or the services of a call center;

b. providing credit monitoring, credit freezing, credit thawing, healthcare record monitoring (where
available), social media monitoring, password management service, or fraud alert services for those
natural persons who accept an offer made by or on behalf of the Insured for, and receive, such
services;

¢. retaining the services of a licensed investigator or credit specialist to provide fraud consultation to the
natural persons whose Protected Information has been wrongfully disclosed or otherwise
compromised;

d. retaining the services of third party identity restoration service to natural persons identified by a
licensed investigator as viclims of identity theft directly resulting from a Cyber Incident otherwise
covered under Insuring Agreements A or F;

e. paying any reasonable amount to an informant for information not otherwise available which leads to
the arrest and conviction of a natural person or an entity vesponsible for a Cyber Incident; or

£ other services that are deemed reasonable and necessary by the Insurer.

Cyber Incident Response Expenses shall not include:

i. costs or expenses incurred to update or improve privacy or network security controls, palicies or
procedures, or compliance with Privacy or Cyber Laws, to a level beyond that which existed
prior to the applicable Cyber Incident;

ji. taxes, fines, penalties, amounts for injunctive relief, or sanctions;
iii. the Insured’s money or any money in the Insured’s care, custody, or control; or

iv. wages, salaries, and other compensation of directors, officers, similar executives, or employees of
an Organization, or internal operating costs, expenses, or fees of any Organization.

Cyber Incident Response Team means Pre-Approved Service Providers who provide services as defined
in Cyber Incident Response Expenses.

Damages means compensatory damages, any award of prejudgment or post-judgment interest, Payment Card
Loss, Consumer Redress Fund, settlements, and amounts which an Insured becomes legally obligated to
pay on account of any Claim. Damages shall not include:

1.

2.

wn

any amount for which an Insured is not financially liable or legally obligated to pay;

taxes, fines, penalties or sanctions imposed against an Insured, except for Payment Card Loss or
Regulatory Fines otherwise covered under Insuring Agreement E;

matters uninsurable under the laws pursuant to which this Poliey is construed;

punitive or exemplary damages, or the multiple portion of any multiplied damage award, except to the
extent that such punitive or exemplary damages, or multiplied portion of any multiplied damage award,
are insurable under the applicable laws of any jurisdiction which most favors coverage for such damages
and which has a substantial relationship to the Insured, Insurer, this Policy, or the Claim giving rise
to such damages;

the cost to an Insured to comply with any injunctive, remedial, preventative, or other non-monetary or
declaratory relief, including specific performance, or any agreement to provide such relief;
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6. consideration owed or paid by or to an Insured, including any royalties, restitution, reduction,
disgorgement or return of any payment, charges, or fees; or costs to correct or re-perform services, or for
the reprint, recall, or removal of Media Content;

%. liguidated damages pursuant to a contract, to the extent such amount exceeds the amount which the
Insured would have been liable in the absence of such contract; or

8. penalties against an Insured of any nature, however denominated, erising by contract, except for
Payment Card Loss otherwise covered under Insuring Agreement E.

Digital Data means software or other information in electronic form which is stored on an Insured’s
Computer System or Shared Computer System. Digital Data shall include the capacity of an Insured’s
Computer System or Shared Computer System to store information, process information, and transmit
information over the Internet. Digital Data shall not include or be considered tangible property,

Digital Data Recovery Costs means:

1. the reasonable and necessary costs incurred by an Insured to replace, restore, recreate, re-collect or
recover Digital Data from written records or from partially or fully matching electronic records due to
their corruption, theft, or destruction, caused by a Network Security Failure, inclnding disaster
recovery or computer forensic investigation efforts. However, in the event that it is determined that the
Pigital Data cannot be replaced, restored, recreated, re-collected, or recovered, Digital Data
Racavery Costs shall be limited to the reasonable and necessary costs incurred to reach such
determination; or

2, Telephone ¥raud Financial Loss,

including reasonable and necessary expenses incurred to mitigate or reduce any costs or loss in paragraphs 1
and 2 immediately above. Digital Data Recovery Costs shall not include:

a.  costs or expenses incurred to update, replace, restore, recreate or improve Digital Data to a level
beyond that which existed prior to the applicable Cyber Incident;

h. costs or expenses incurred to identify or remediate software program errors or vulnerabilities, or costs
to update, replace, restore, upgrade, maintain, or improve a Computer 8ystem,;

c. costs ineurred to vesearch and develop Drigital Data, including Trade Secrets;
d. the economic or market value of Digital Data, including Trade Secrets; or
e. any other consequential loss or damages.

Extended Reporting Period means the period of time shown in Ttem %B of the Declarations, subject to Section
V, Extended Reporting Period,

Extortion Expenses means reasonable and necessary expenses incurred by an Insured resulting directly from
a Network Extortion Threat, including money, cryptocurrencies (including Bitcoin), or other consideration
surrendered as payment by an Insured to a natural person or group believed to be responsible for a Network
Extortion Threat. Extortion Expenses shall also include reasonable and necessary expenses incurred to
mitigate or reduce any of the forgoing expenses.

Exira Expenses means the reagonable and necessary:

1. expenses incurred by an Insured to the extent such expenses mitigate, reduce, or avoid an
Interruption in Service, provided they are in excess of expenses that an Insured would have incurred
had there been no Interruption in Service;

W

expenses incurred by an Insured to the extent such expenses reduce the Period of Restoration;

3. with the Tnsurer’s prior consent, costs incurred by an Insured to retain the services of a third party
forenstc accounting firm 1o determine the amount of Business Interruption Loss or Contingent
Business Interruption Loss.

Extra Expenses shall not include:

a. costs or expenses incurred to prevent a loss or correct any deficiencies or problems with an
Insured’s Computer System or Shared Compuater System that might cause or contribute to a
Claim:
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b. costs or expenses incurred to update, restore, replace, upgrade, maintain, or improve any Computer
System; or

¢. penalties of any nature, however denominated, arising by contract.
Incident means Cyber Incident or Media Incident.
Insured means:
1. the Named Insured;

2. any Subsidiary of the Named Insured, but only with respect to Incidents which occur while it is a
Subsidiary;

4. any past, present, or future natural person principal, partner, officer, director, trustee, employee, leased
employee or temporary employee of an Organization, but only with respect to an Incident eommitied
within the scope of such natural person’s duties performed on behalf of such Organization;

4. any past, present or future independent contractor of an Organization who is a natural person, agent,
or single person entity, but only with respect to the commission of an Ineident within the scope of such
natural person’s, agent’s, or gingle person entitys duties, performed on behalf of such Organization; or

5. any past, present or future natural person intern or volunteer worker of an Organization and who is
registered or recorded as an intern or volunteer worker with such Organization, but only with respect to
an Imcident within the scope of such natural person's duties performed on behalf of such
Organization.

Insured’s Computer System means a Computer System leased, owned or operated by an Insured or
operated solely for the benefit of an Insured by a third party under written contract with an Insured.

Insurer means the insurance company providing this insurance.

Interrelated Incidents means all Incidents that have as a common nexus any act, fact, circumstance,
situation, event, transaction, cause or scries of related acts, facts, circumstances, situations, events, transactions
Of causes.

Interruption in Service means a detectable interruption or degradation in service of:
1. with respect to Insuring Agreement Bi, an Insured’s Computer System; or
2. with respect to Insuring Agreement B2, a Shared Computer System;

catiged by a Malicious Computer Act.

Malicious Computer Act means malicious or fraudulent:
1. unauthorized access to or use of a Computer System;

2. alteration, corruption, damage, manipulation, misappropriation, theft, deletion, or destruction of Digital
Data;

3. creation, transmission, or introduction of a computer virus or harmful code into 4 Computer System;
or

4. restriction or inhibition of access, including denial of service attacks, upon or directed against a
Computer System.

Media Content means any data, text, sounds, images, graphics, music, photographs, or advertisements, and
shall include video, streaming content, webcasts, podcasts, blogs, online forums, and chat rooms. Media
Content shall not include computer software, software technology, or the actual goods, products or services
described, illustrated or displayed in such Media Content.

Media Incident means any error, misstatement, misleading statement, act, omission, neglect or breach of duty
actually or allegedly committed or attermnpted by any Insured, or by any person or entity for whom an Insured is
legally responsible, in the public display of:

1. Media Content on an Insured’s website or printed material; or

2. Media Content posted by or on behalf of an Insured on any social media site or anywhere on the
Internet,
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which results in the following:
a. copyright infringement, passing-off, plagiarism, piracy, or misappropriation of property rights;

b. infringement or dilution of title, logo, slogan, domain name, metatag, trademark, trade name, service
mark, or service name;

c. defamation, libel, slander, or any other form of defamation or harm to the character, reputation or
feelings of any person or entity, including product disparagement, trade libel, outrage, infliction of
emnotional distress, or prima facie tort;

d. invasion or infringement of the right of privacy or publicity, including the torts of intrusion upon
seclusion, publication of private facts, false light, or misappropriation of name or likeness;

e. false arrest, detention or imprisonment, harassment, trespass, wrongful entry or eviction, eavesdropping,
or other invasion of the right of private occupancy;

f.  improper deep linking or framing; or

g. unfair competition or unfair trade practices, including misrepresentations in advertising, solely when
alleged in conjunction with the alleped conduel referenced in items a—f immediately above.

Named Insured means the entity shown in Item 1 of the Declarations.
Network Extortion Threat means any credible threat or series of related threats directed at an Insured to:
1. release, divulge, disseminate, destroy or use Protected Information or confidential corporate

information of an Imsured taken from an Tosured as a result of the unauthorized access to or
unauthorized use of an Insured’s Computer System or Shared Computer System;

2. cause a Network Security Failure;
3. alter, corrupt, damage, manipulate, misappropriate, delete or destroy Digital Data; or
4. restrict or inhibit access to an Insured’s Computer System or Shared Computer System;

where the Insured makes a payment or a series of payments, or otherwise meets a demand, in exchange for
the mitigation or removal of such threat or series of related threats.

Network Security means those activities performed by an Insured, or by others on behalf of an Insured, to
protect an Insured’s Computer System or Sharved Computer System.

Network Securily Failuce means a failure in Network Security, including the failure to prevent a
Malicious Computeyr Act,

Non-Panel Response Provider means any firm providing the services shown in the definition of Cyber
Incident Response Expenses to an Insured that is not a Pre-Approved Response Provider.

Organization meang the Named Insured and any Subsgidiary.

Payment Card means an authorized aceount, or evidence of an account, for a credit card, debit card, charge
card, flcet card or stored value card between the Payment Card Brand and its customer.,

Payment Card Brand means any payment provider whose payment method is accepted for processing,
including Visa Inc. International, MasterCard Worldwide, Discover Financial Services, American Express
Company, and JCB International.

Payment Card Industry Data Security Standards means the rules, regulations, standards or guidelines
adopted or required by the Payment Card Brand or the Payment Card Industry Data Security Standards
Council relating to data security and the safeguarding, disclosure and handling of Protected Information.

Payment Card Loss means monetary assessments, fines, penalties, chargebacks, reimbursements, and fraud
recoveries which an Insured becomes legally obligated to pay as a result of an Insured’s actual or alleged
failure:

1. of Network Security; or

2. to properly protect, handle, manage, store, destroy, or otherwise control Payment Card data, including
Protected Information,
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where such amount is determined pursuant to a payment card processing agreement between an Organization
and a Payment Card Brand, or a merchant agreement between an Organization and a payment services
provider, including for mobile payment services, or demanded in writing from an issuing or acquiring bank that
processes Payment Card transactions, due to an Insured's actual or alleged non-compliance with applicable
Payment Card Industry Data Security Standards, EMV specifications, or mobile payment security
requirements. Payment Card Loss shall not include:

1. subsequent fines or assessments for continued non-compliance with the Payment Card Industry Data
Security Standards, EMV Specifications, or 2 mobile payment services merchant agreement; or

2. costs or expenses incurred to update or improve privacy or hetwork security controls, policies or
procedures to a level beyond that which existed prior to the applicable Cyber Incident or to be
compliant with applicable Payment Card Industry Data Security Standards, EMV Specifications,
or 2 mobile payment services merchant agreement.

Period of Restoration means the continuous period of time that:
1. begins with the earliest date of an Interruption in Service; and

2. ends on the date when an Insured’s Compuler System or Shared Computer System is or could
have been repaired or restored with reasonable speed to the same functionality and level of service that
existed prior to the Interruption in Service. In no cvent shall the Period of Restoration exceed
sixty (60) days.

Policy means, collectively, the Declarations, Application, this policy form and any endorsements attached
hereto,

Policy Period means the period of time shown in Item 2 of the Declarations, unless changed pursnant to Section
XV, Termination of this Policy.

Pollutants means any solid, liquid, gaseous or thermal irritant or contaminant, including smoke, vapor, soot,
fumes, acids, alkalis, chemicals, asbestos, asbestos products or waste. Waste includes materials to be recycled,
reconditioned or reclaimed.

Pre-Approved Response Provider means any firm listed on the Insurer’s pre-approved service provider list
available on request from the Insurer or on the pre-approved service provider list specified on the website shown
in Item 9A of the Declarations,

Privacy or Cyber Laws means any }ocal, state, federal, and foreign identity theft and privacy protection laws,
legislation, statutes, or regulations that require commercial entities that collect Protected Information to post
privacy policies, adopt specific privacy or security controls, or notify individuals in the event that Protected
Information has polentially been compromised.

Property Damage means physical injury to, or loss or destruction of, tangible property, including the loss of use
thereof whether or not it is demaged or destroyed.

Protected Information means the following, in any format:

1. a natural person’s name, e-mail address, social security number, medical or healthcare data, other
protected health information, driver’s license number, state identification number, credit card number,
debit card number, address, unpublished telephone number, account number, account histories,
personally identifiable photos, personally identifiable videos, Internet browsing history, biometric
records, passwords or other non-public personal information as defined in any Privacy or Cyber Laws;
or

2. any other third party confidential or proprietary information:
a. provided to an Insured and protected under a nondisclosure agreement or similar contract; or
b. which an Organization is legally responsible to maintain in confidence.

Regulatory Fines means any civil monetary fine or penalty imposed by a federal, state, local or foreign
governmental entity in such entity’s regulatory or official capacity as a result of 2 Regulatory Proceeding.
Regulatory Fines shall not include any civil monetary fines or penalties that are not insurable by law, criminal
fines, disgorgement, or the multiple portion of any multiplied damage award.
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Regulatory Proceeding means a suit, civil investigation or civil proceeding by or on behalf of a government
agency, government Jicensing entity, or regulatory authority, commenced by the service of a complaint or similar
pleading based on an alleged or potential violation of Privacy or Cyber Laws as a result of a Cyber Incident,
and which may reasonably be expected to give rise to a Claim under Insuring Agreement E,

Retroactive Date means the date shown in Item 5 of the Declarations.

Shared Computer System means a Computer System, other than an Insured’s Computer System,
operated for the benefit of an Insured by a third party under written contract with an Insured, including data
hosting, cloud services or computing, co-location, data back-up, data storage, data processing, platforms,
software, and infrastructure-as-a-service.

Subsidiary meansg:

1. any entity while more than fifty percent (50%) of the outstanding securities representing the present right
to vote for election of or to appoint directors, trustees, managers, members of the Board of Managers or
equivalent posilions of such entity are owned, or controlied, by the Named Insured, directly or through
ohe or more Subsidiaries;

2. any entity formed as a partnership while more than fifty percent (50%) of the ownership interests
representing the present right to vote for election of or to appoint the management or executive
committee members or equivalent positions of such entity are owned, or controlled, by the Named
Insured, directly or through one or more Subsidiaries; or

any entity while:

{:\}

a. exactly fifty percent (50%) of the voling rights representing the present right to vote for election of or
to appoint directors, trustees, managers, members of the Board of Managers or equivalent positions
of such entity are owned, or controlled, by the Named Insured, directly or through one of more
Subsidiaries: and

b. the Named Insured, pursuant to a written contract with the owners of the remaining and
outstanding voting stock of such entity, solely controls the management and operation of such entity.

Telephone Fraud Financial Loss means toll and line charges which an Insured incurs, solely as a result of
the fraudulent infiltration and manipulation of the Insured’s Telephone System from a remote location to
gain access to outbound long distance telephione service,

Telephone System means PBX, CBX, Merlin, VoIP, remote access (including DISA), and all related peripheral
equipment or similar systems owned or leased by an Insured for purposes of voice-based telecormnunications.

"rade Secret means information, including a formula, pattern, compilation, program, device, method, technique
or process, that derives actual or polential economic value from not being generally known to or readily
ascertainable by other persons who can obtain value from its disclosure or use, so long as reasonable efforts have
been made to maintain its secrecy,

Waiting Period means the number of hours shown in Ttem 4 of the Declarations.
HI.  EXCLUSIONS
A. EXCLUSIONS APPLICABLE TO ALL INSURING AGREEMENTS

The Insurer shall not be liable for Costs, Damages, or Claims Expenses on account of any Incident or
any Claim:

1. Conduct
alleging, based upon, arising out of or attributable to:

a. any dishonest, fraudulent, criminal, malicious or intentional act, error or omission, or any intentional
or knowing viclation of the law by an Insured; or

b. the gaining in fact of any profit, remuneration or financial advantage to which any Ingured was not
legally entitled.
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However, this exclusion shall not apply to Claims Expenses or the Insurer’s duty to defend any such
Claim, until there is a final, non-appealable adjudication against, binding arbitration against, adverse
admission by, finding of fact against, or plea of nolo contendere or no contest by, the Insured as to such
conduct or viclation, at which time the Insured shall reimburse the Insurer for any Claims Expenses
paid by the Insurer. Provided that:

i. no conduct pertaining to any natural person Insered shall be imputed to any other natural person
Insured; and

li. any conduct pertaining to any past, present, or future Control Group Member, other than a Rogue
Actor, shall be imputed to an Organization. For purposes of this exclusion, “Rogue Actor” means a
Control Group Member acting oulside his or her capacity as such.

2. Prior Knowledge
alleging, based upon, arising out of or attributable to any Incident that first occurred, arose or took place
prior to the earlier of the effective date of this Policy, or the effective date of any Policy issued by the
Insurer of which this Policy is a continuous renewal or a replacement, and any Control Group

Member knew of such Incident; and, with respect to Insuring Agreements E and F, any Control
Group Member reasonably could have foreseen that such Incident did or conld lead to a Claim.

4. Pending or Prior Proceedings
alleging, based upan, arising out of, or attributable to:

a. any pending or prior litigation, Claim, demand, arbitration, administrative or regulatory proceeding
or administrative or regulatory investigation filed or commenced on or before the Pending or Prior
Proceedings Date shown in Hem 6 of the Declarations, or alleging or derived from the same or
substantially the same fact, circumstance or situation underlying or alleged therein; or

b. any other Incident whenever occurring which, together with an Incident underlying or alleged in
any pending or prior litigation, Claim, demand, arbitration, administrative or regulatory proceeding
or administrative or regulatory investigation as set forth pursuant to paragraph a. immediately above,
would constitute Interrelated Incidents.

alleging, based upon, arising out of, or attributable to:

a. any Incident, fact, cireunmstance or situation which has been the subject of any written notice given
and accepted under any other policy before the effective date of this Policy; or

b. any other Incident whenever occurring which, together with an Imcident which has been the
subject of such notice, would constilute Interrelated Incidents.

Bodily Injury

for any Bodily Injury. However, solely with respect to Insuring Agreement E and Insuring Agreement F,
this exclusion shall not apply to mental injury, mental anguish, mental tension, emotional distress, pain
and suffering, or shock resulting from an Incident.

A

6. Property Damage

alleging, based upon, arigsing out of, or attributable to Property Damage.
7. Pollution

alleging, based upon, arising out of or attributable to the actual, alleged or threatened discharge, release,
escape, seepage, migration, or disposal of Pollutants, or any direction or request that any Insured test
for, monitor, clean up, remove, contain, treat, detoxify or neutralize Pollutants, or any voluntary
decision to do so.
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8. Infrastructure Qutape

alleging, based upon, arising out of or attributable to any electrical or mechanical failure or interruption,
electrical disturbance, surge, spike, browngut, blackout, or cutages to electricity, gas, water, Internet
access service provided by the Internet service provider that hosts an Insured's website,
telecommunications or other infrastructure. However, this exclusion shall not apply to failures,
interruptions, disturbances or outages of telephone, cable or telecommunications systems, networks or
infrastructure:

a. under an Insured’s operational control which are a result of a Network Security Failure;

b. solely with respect to Insuring Agreement B, which are the result of 2 Cyber Incident impacting a
Shared Computer System; or

¢. solely with respect to Insuring Agreement E, which are the result of a Cyber Incident.

9. War
alleging, based upon, arising out of or atiributable 1o war, invagion, acls of foreign enemnies, terrorism,
hijacking, hostilities or warlike operations {whether war is declared or not), military or usurped power,
civil commetion assuming the proportions of or amounting to an uprising, strike, lock-cut, riot, civil war,
rebellion, revolution, or insurrection. However, this exclusion shall not apply to an Act of Cyber-
Terrorismn that results in a Cyber Incident.

10. Nuclear

alleging, based upon, arising out of or attributable to the planning, construction, maintenance, operation
or use of any nuclear reactor, nuclear waste, storage or disposal site, or any other nuclear facility, the
transportation of nuclear material, or any nuclear reaction or vadiation, or radioactive contamination,
regardless of its cause,

1. Contract

for breach of any express, implied, actual or constructive contract, warcanty, guaranteg, or promise,
including any actual or alleged liability assumed by an Insured, unless such liability would have attached
to the Insured even in the absence of such contract, warranty, guarantee, or promise. However, this
exclusion shall not apply to:

a. solely with respect to Insuring Agreement E, Payment Card Loss;

b. solely with respect to Insuring Agreements A or E, an Insured’s contractual obligation to maintain
the confidentiality or security of third party personal or corporate information; or

c. solely with respect to Insuring Agreement F, misappropriation of idea under implied contract.

12. Fees or Chargebacks

alleging, based upaon, arising out of or attributable to:
a. any fees, expenses, or costs paid to or charged by an Insured; or

b, chargebacks, chargeback fees, interchange fees or rates, transfer fees, transaction fees, discount fees,
merchant service fees, or prospective service fees.

However, solely with respect to Insuring Agreement E, this exclusion shall not apply to Pasment Card
Loss.

13. Intelleciual Property

alleging, based upon, arising out of or attributable to any infringement of, violation of, misappropriation
of, or assertion of any right to or interest in a patent or Trade Seeret by any Insured. However, solely
with respect to Insuring Agreement E, this exclusion shall not apply to a Claim arising out of the actual or
alleged disclosure or theft of Protected Information resulting from a Network Security Failure.
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14. Antitrust or Unfair Trade Practices

alleging, based upon, arising out of or attributable to any price fixing, restraint of trade, monopolization,
interferenice with economic relations (including interference with contractual relations or with
prospective advantage), unfair competition, unfair business or unfair trade practices, or any violation of
the Federal Trade Commission Act, the Sherman Anti-Trust Act, the Clayton Act, or any other federal
statutory provision involving anti-trust, monopoly, price fixing, price discrimination, predatory pricing,
restraint of trade, unfair competition, unfair business or unfair trade practices, and any amendments
thereto or any rules or regulations promulgated thereunder, amendments thereof, or any similar federal,
state, or common law. However, this exclusion shall not apply to:

a. solely with respect to Insuring Agreement E, a Claim resulting directly from a violation of Privacy
or Cyber Laws; or

b. solely with respect to Insuring Agreement F, a Claim for 2 Media Incident as defined in paragraph
g of such definition.

alleging, based upon, arising out of or attributable 10 any viplation by an Insured of the Truth in Lending
Act, Fair Debt Collection Practices Act, or the Fair Credit Reporting Act or any amendments thereto or
any rules or regulations promulgated thereunder, including the Fair and Accurate Credit Transactions
Act, and any amendments thereto or any rules or regulations promulgated therevnder, amendments
thereof, or any similar federal, state or common law, However, solely with respect to Insuring Agresment
E, this exclusion shall not apply to a Claim arising out of the actual or alleged disclosnre or theft of
Protected Information resulting from a Cyber Incident.

16. ERISA or Securities Law Violation
alleging, based upon, arising out of or attributable to an Insured’s viglation of:
a. the Employee Retirement Income Security Act of 1974, as amended;

b. the Securities Act of 1933, the Securities Exchange Act of 1934, the Investment Company Act of 1940,
the Investinent Advizors Act, or any other federal, state or local securities law,

and any amendments thereto or any rules or regulations promulgated thereunder, amendments thereof,
or any similar federal, state or common law. However, solely with respect to Insuring Agreements A or E,
paragraph a, immediately above, shall not apply.

17. Diserimination or Employment Practices

alleging, based upon, arising out of or attributable to any illegal diserimination of any kind, or any
employment relationship, or the nature, terms or conditions of employment, including claims for
workplace torts, wrongful termination, dismissal or discharge, or any discrimination, haragssment, breach
of employment contract or defamation. However, solely with respect to Insuring Agreement E, this
exclusion shall not apply to that part of any Claim alleging employee-related invasion of privacy or
employee~related wrongful infliction of emotional distress in the event such Claim arises out of the
actual or alleged disclosure or theft of Protected Information resulting from a Cyber Incident.

18, Unsolicited Commupications

alleging, based uwpon, arising out of or attributable to any unsolicited electronic dissemination of faxes, e-
mails or other communications by or on behalf of an Insured, including actions brought under the
Telephone Consumer Protection Act, any federal or state anti-spam statutes, or any other federal or state
statute, law, rule, regulation or common law relating to a person’s or entity’s vight of seclusion. However,
solely with respect to Insuring Agreement E, this exclusion shall not apply to a Claim resulting from a
Cyber Incident as defined under subparagraph 1{c) of such definition.

19. Unlawful Use or Collection of Protected Information

alleging, based upon, ariging out of or attributable to the unlawful use or collection of Protected
Information, or the failure to provide adequate notice that such information is being collected or used,
by an Insured, with knowledge of any Control Group Member.
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20, Inlentional Failure to Disclose

alleging, based upon, arising out of or attributable to an Insured’s intentional failure to disclose the loss
of Protected Information in violation of any law or regulation. However, this exclusion will not apply
when an Insured’s failure to disclose occurs pursuant to an order from a law enforcernent or government
authority in the course of a criminal investigation. Selely with respect to Insuring Agreemnent E, only facts
pertaining to and knowledge possessed by any Control Group Member shall be imputed to other
Insureds.

B, EXCLUSIONS APPLICABLE TQ SPECIFIC INSURING AGREEMENTS

In addition to the Fxelusions in Section TIIA above, the Insurer shall not be liable for Costs, Damages, or
Claims Expenses on account of any Incident or any Claim:

1.

Force Majeure

solely with respect to Insuring Agreements B and C, alleging, based upon, arising out of or attributable to
fire, smoke, explosion, lightning, wind, flood, earthquake, volcanic eruption, tidal wave, landslide, hail,
act of God (which does not include acts by actors purporting to be God), nature or any other physical
event, however caused and whether contributed to, made worse by, or in any way results from any such
events. This exclusion applies regardless of any other contributing or aggravating canse or event that
contributes concurrently with or in any sequence to the Costs, Damages, or Claims Expenses on
account of any Incident or any Claim.

Governmental Authority

solely with respect to Insuring Agreements C and D, alleging, based upon, arising out of, or attributable to
any action of a public or governmental authority, including the seizure, confiscation or destruction of an
Insured’s Computer System, 2 Shared Computer System or an Insured’s Digital Data,

Insured v. Insured

solely with respect to Insuring Agreements K and ¥, brought or maintained by, on behalf of, or in the right
of any Insured. Provided, however, solely with respect to Insuring Agreement E, thig exclusion shall not
apply to that part of any Claim alleging employee-related invasion of privacy or employee—related
wrongful infliction of emotional distress in the event such Claim arises out of the loss of Protected
Information resulting from a Cyber Incident,

Licensing Entities

solely with respect to Insuring Agreement F, alleging, based upon, arising out of or attributable to any
action brought by or on behalf of the Federal Trade Comumission, the Federal Communications
Commission, or any other federal, state, or local government agency or ASCAP, SESAC, BMI or other
licensing or rights entities in such entity's regulatory, quasi-regulatory, or official capacity, Tunetion or
duty.

False Advertising or Misrepresentation

solely with respect to Insuring Agreement F, alleging, based upon, arising oul of or attributable to any
inaccurate, inadequate, or incomplete description of the price of goods, products or services, disclosure of
fees, representations with respect to authenticity of any product, or the failure of any goods, product or
services to conform with advertized guality or performance.

6. Contest or Game of Chance

solely with respect to Insuring Agreement F, alleging, based upon, arising out of or attributable to any
gambling, contest, game of chance or skill, lottery, or promotional game, including tickets or coupons or
over-redemption related thereto,
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V.

SPOUSES, COMMON LAW PARTNERS, ESTATES AND LEGAL REPRESENTATIVES

Coverage under this Policy shall extend to any Claim for any Incident made against:

A,

the lawful spouse or domestic partner of 2 natural person Insured solely by reason of such spouse’s or
domestic partner’s status as a spouse or domestic partner, or such spouse's or domestic partner’s ownership
interest in property which the claimant seeks as recovery in such Claim; or

the estate, heirs, legal representatives or assigns of a natural person Insured if such natural person Insured
is deceased, or the legal representatives or assigns of a natural person Insured if such natural person
Insured is legally incompetent, insolvent or bankrupt,

provided that:

1.

[

no coverage is provided for any act, error, or omission of an estate, heir, legal representative, assign, spouse or
domestic partner; and

all of the terms and conditions of this Policy including, without limitation, all applicable Retentions shown int
Itern 4 of the Declarations apply to such Claim.

EXTENDED REPORTING PERIOD

B,

V1.

Solely with respect to Insuring Agreements A, E, and F, if the Insurer terminates or does not renew this
Pohley (other than for failore to pay a premium when due), or if the Named Insured terminates or does not
renew this Policy and does not obtain replacement coverage as of the effective date of such termination or
nonrenewal, the Named Insured shall have the right, upon payment of the additional premium shown in
Item 7A of the Declarations and subject to the terms specified in Subsections B-E directly below, to a
continuation of the coverage granted by this Policy for an Extended Reporting Period shown in Item 7B
of the Declarations following the effective date of such termination or non-renewal.

Coverage for the Extended Reporting Period shall be only for Claims first mnade or Incidents first
discovered during such Extended Reporting Period and arising from Incidents taking place prior
to the effective date of such termination or non-renewal. This right to continue coverage shall lapse
unless written notice of such election is given by the Named Insured to the Insurer, and the Insurer
receives payment of the additional premium shown in Item 7A of the Declarations, within thirty (30)
days following the effective date of termination or non-renewal.

The Extended Reporting Period is non-cancelable and the entire premium for the Extended Reporting
Period shall be deemed fully earned and non-refundable upon payment.

The Extended Reporting Period shall not increase or reinstate any Limits of Insurance. The Limits of
Insurance as shown in Item 4 and Item 4 of the Declarations shall apply to bath the Policy Period and the
Extended Reporting Period, combined.

A change in Poliey terms, conditions, exclusions or premiums shall not be considered a non-renewal for
purposes of triggering the rights to the Extended Reporting Period.

LIMITS OF INSURANCE

Regardless of the number of Insuring Agreements purchased under this Policy, or the number of Incidents,
Insureds against whom Claims are brought, Claims made or persons or entities making Claims:

A,

MAXIMUM POLICY AGGREGATE LIMIT OF INSURANCE

The Insurer’s maximum limit of insurance under all Insuring Agreements resulting from all Claims first
made and Incidents first discovered during the Policy Period iz shown in Item 3B of the Declarations,
Maxitnum Policy Aggregate Limit of Insurance,

AGGREGATE LIMIT FOR ALL INCIDENTS OR CLAIMS UNDER ANY ONE INSURING AGREEMENT

The Insurer’s maximum lmit of insurance for all Incidents or Claims under any one Insuring Agreement
shall be the applicable Aggregate Limit for all Incidents or Claims shown in Item 4 of the Declarations,

FF-48169 {10/16} Page 14 of 22



D.

VI

which shall be part of, and not in addition to, the Maximum Policy Aggregate Limit of Insurance shown in
Hem 3B of the Peclarations,

MAXIMUM LIMIT OF INSURANCE FOR EACH INCIDENT OR CLAIM UNDER ANY ONE INSURING
AGREEMENT

The Insurer’s maximum limit of insurance for each Incident or Claim under any one Insuring Agreement
shall be the applicable Each Incident or Claim Limit shown in Item 4 of the Declarations, which shall be
part of, and not in addition to, the applicable Aggregate Limit for all Ineidents or Clidms shown in Item 4 of
the Declarations, and the Maximum Policy Aggregate Limit of Insurance shown in Hem 3B of the
Declarations,

MAXIMUM LIMIT OF INSURANCE FOR ALL INTERRELATED INCIDENTS AND CLAIMS

All Claims arising out of the same Incident and all Interrelated Incidents shall be deemed to be one
Claim, and such Claim shall be desimned to be first made on the date the earliest of such Claims is first
made, regardiess of whether such date is before or during the Policy Period,

All Interrelated Incidents shall be deemed to be one Incident, and such Incident shall be deemed to be
first discovered, on the date the earliest of such Incidents is first discovered, regardless of whether such date
is before or during the Policy Period.

The maximum limit of insurance for all Imterrelated Incidents and Claims arising out of such
Interrelated Incidents shall be the Maximum Single Incident or Claim Limit of Insurance shown in Item
3A of the Declarations, regardless of whether Costs, Damages or Claims Expenses from a single
Incident or Claim are covered under more than one Insuring Agreement. Notwithstanding anything in this
paragraph to the contrary, in no event shall the Insurer pay more than the applicable:

1. Miaximum Policy Aggregate Limit of Insurance shown in Item 3B of the Declarations,
2. Aggregate Limit for all Incidents or Chaims under any one Insuring Agreement shown in Item 4 of the
Declarations, and

3.  Each Incident or Claim Limit under any one Insuring Agreement shown in Item 4 of the Declarations,

Costs, Damages and Claims Expenses shall be part of and not in addition to the applicable Limit of
Insurance shown in the Declarations, and shall reduce such applicable Limit of Insurance. If the applicable
Limit of Insurance is exhausted by payment of Costs, Damages and Claims Expenses, the obligations of
the Insurer under this Policy shall be completely fulfilled and extinguished.

Any sub-limits shown in the Declarations or added by endorsement to this Policy shall be part of and not in
addition to the applicable Limit of Insurance shown in the Declarations, and shall reduce such applicable
Limit of Insurance.

RETENTION

A,

The liability of the Insurer shall apply only to that part of Costs, Damages, and Claims Expenses which
is in excess of the applicable Retention amount shown in Item 4 of the Declarations. Such Retention shall be
borne uninsured by the Named Insured and at the risk of all Insureds.

With respect to Insuring Agreemient B, the Insurver will pay the actual Business Imtevruption loss,
Contingent Business Interernption Loss and Extra Expenses incurred by an Insured:

1. once the applicable Waiting Period shown in Item 4B of the Declarations has expired; and
2. which iz in excess of the applicable Retention amount shown in Itemn 4B of the Declarations,

The Waiting Period and Retention amounts shall be computed as of the start of the Interruption in
Service,

Any Business Interruption Loss or Contingent Business Intercuption Loss incurred by an Insured
during the Waiting Period, and resulting from an Interrelated Incident with Extra Expenses, shall
reduce and may exhaust any applicable Retention.

A single Retention amount shall apply to Costs, Damages, and Claims Expenses, arising from all
Incidents or Claims alleging an Interrelated Incident.
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D.

If a single Incident or Claim, or Interrelated Incidents are subject to different Retentions, the applicable
Retention shall be applied separately to each part of the Costs, Damages, and Claim Expenses, but the
sum of such Retentions shall not exceed the largest applicable Retention.

VIII. NOTICE

A. Urgent crisis management assistance by the Cyber Incident Response Coach is available at the hotline
number shown in the Declarations. Use of the services of the Cyber Incident Response Coach for a
consultation DOES NOT constitute notice under this Policy of a Cyber Incident or Claim. In order to
provide notice under this Policy, such notice must be given in accordance with and is subject to Subsections
B-D of this Section VIII.

B. An Insured shall, as a condition precedent to such Insured’s rights under this Policy, give to the Insurer
written notice of any Incident or Claim as soon as practicable after any Control Group Member
discovers such Ineident or becomes aware of such Claim, but in no event later than:

1. if this Policy expires (or is otherwise terminated) without being renewed with the Insurer, ninety (90)
days after the effective date of such expication or termination; or

2. the expiration of the Extended Reporting Period, il applicable,

provided that if the Insurcr sends written notice to the Named Insured, stating that this Pobicy is being

terminated for nonpayment of premium, an Insured shall give to the Insarer written notice of such Claim

prior to the effective date of such termination.

C. If, during the Policy Period, any Control Group Member first becomes aware of any specific Incident
which may reasonably give rise to a future Claim under this Policy, and written notice is given to the
Ensurer during the Poliey Period, of the:

1. nature of the fnecident;

2. identity of the Insureds allegedly involved;

3. circamstances by which the Insureds first became aware of the Tncident;

4. identity of the actual or potential claimants;

5. foreseeable consequences of the Incident; and

6. mnature of the potential Damages;

then any Claim which arises out of such Incident shall be deemed to have been first made at the time
such written notice was received by the Insurer. The Insurer will not pay for Damages or Claims
Expenses incurred prior to the time such Incident results in a Claim.

3. All notices under any provision of this Poliey shall be given as follows:

1. Notice to the Insureds may he given to the Named Insured at the address shown in Item 1 of the
Declarations.

2. Notice to the Insurer of any Incident or Claim shall be given to the Insurer at the physical address or
email address shown in Item 9A of the Declarations.

4. Al other notices to the Insurer under this Policy shall be given to the Insurer at the physical address
shown in Item 9B of the Declarations.

Notice given as set out above shall be deemed to be received and effective upon actual receipt thereof by the

addressee, or one day following the date such notice is sent, whichever is earlier. When any such notices are

sent to a physical address, such notices shall be sent by prepaid express courier or certified mail properly

addressed to the appropriate party.

IX. DEFENSE AND SETTLEMENT

A, Except as provided in Subsection B of this Section IX, the Insurer shall have the right and duty to defend any

Claim brought against an Insured even if such Claim is groundless, false or fraudulent.

The Insurer shall consult and endeavor 1o reach an agreement with the Insured regarding the appointment
of conngel, hut shall retain the right to appoint counsel and to make such investigation and defense of a

Claim as it deems necessary.
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The Insurer shall have the right, but not the duty, to defend any Regulatory Proceeding. For such
Clairns, the Insured shall select defense counsel from the Insurer’s list of approved law firms, and the
Insurer reserves the right to associate in the defense of such Claims.

No Insured shall settle any Claim, incur any Claims Expenses, or otherwise assume any contractual
obligation or admit any liability with respect to any Claim without the Insurer’s written consent, which
shall not be unreasonably withheld,

The Insurer shall not settle any Claim without the written consent of the Named Insured. If the Named
Inswred refuses 10 congent to a settlement recommmended by the Insurer and acceptable to the claimant,
then the Insurer’s applicable Limit of Insurance under this Policy with respect to such Claim shall be
reduced to:

1. the amount of Damages for which the Claim could have been settled plus all Claims Expenses
incurred up to the time the Insurer made its recommendation to the Named Insured; plus

2. eighty percent (80%) of all subsequent covered Damages and Claims Expenses in excess of such
amonnt referenced in paragraph (1) immed:ately above, which amount shall not exceed thal portion of
any applicable Limit of Insurance that remains unexhausted by payment of Costs, Damages, and
Claims Expenses. The remaining twenty percent (20%) of all subsequent covered Damages and
Claims Expenses shall be borne by the Insureds uninsured and at their own risk. However, this
provision does not apply to any potential settlement that is within the Retention.

The Insurer shall not be obligated 10 investigate, defend, pay or settle, or continue to investigate, defend, pay
or settle any Claim afler any applicable Limit of Insurance has been exhausted by payment of Costs,
Damages, or Claims Expenses, or by any combination thereof, or after the Ingurer has deposited the
remainder of any unexhausted applicable Limit of Insurance into a court of competent jurisdiction. In ejther
such case, the Insurer shall have the right to withdraw from the further investigation, defense, payment or
settlemnent of such Claim by tendering control of such Claim to the Insured.

The Insureds shall cooperate with the Insurer and provide to the Insurer all information and assistance
which the Insurer reasonably requests including attending hearings, depositions and trials and assistance in
effecting settlements, securing and giving evidence, obtaining the attendance of witnesses and conducting the
defense of any Claim covered by this Policy. The Insured shall do nothing that may prejudice the
Insurer’s position. The Imsureds shall immediately forward to the Insurer, at the address shown in Item
oA of the Declarations, every demand, notice, summons, or other process or pleading received by an Insured
or its representatives.

With the exception of paragraph 6 of the Cyber Incident Response Expenses definition, an Insured has
the right to incur Cyber Incident Response Expenses without the Insurer’s prior consent. However,
the Insurer shall, at its sole discretion and in good faith, pay only for such expenses that the Ensuorey deems
to be reasonable and necessary.

PROCF OF LOSS FOR FIRST PARTY INSURING AGREEMENTS

Requests for payment or reimbursement of Costs incurred by an Tnsured shall be accompanied by a proof of
loss with full particulars as to the computation of such Costs. Such proof of loss will include in detail how the
Costs were calculated, and what assumptions have been made, and shall include documentary evidence,
including any applicable reports, books of accounts, bills, invoices and other vouchers or proofs of payment
made by an Insured in relation to such Costs. Furthermore, the Insureds shall cooperate with, and
provide any additional information reasonably requested by, the Ensurer in its review of Costs, including the
right to investigate and audit the proof of loss and inspect the records of an Insured.

With respect to Insuring Agreement B, the Business Imterraption Loss or Contingent Business
Interruption Loss will be determined taking full account and due consideration of an Insured’s proof of
logs and in addition, the trends or cireumstances which affect the profitability of the business and would have
affected the profitability of the business had the Business Interruption Loss or Contingent Business
Interruption Loss not occurred, including all material changes in market conditions or adjustment
expenses which would affect the net profit generated. However, the Insurer’s adjustment will not include
the Ingured’s increase in income that would likely have been earned as a result of an inerease in the volume
of business due to favorable business conditions caused by the impact of a Malicious Computer Act on
others.
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X1 ALLOCATION

If a Claim includes both covered and uncovered matters, then coverage shall apply as follows:

A. Claims Expenses: One hundred percent (100%) of Claims Expenses incurred by any Insured on
account of such Claim shall be considered covered provided that the foregoing shall not apply with respect to:
(i) 2 Repulatory Proceeding; or, {ii) any Insured for whom coverage is excluded pursuant to Exclusion
ITLA1 or Section NIV, Subsection €. With respect to a Regulatory Proceeding, amounts for covered
Claims Expenses and for uncovered fees, costs and expenses shall be allocated based upon the relative legal
and financial exposures of, and the relative benefits obtained hy, the parties 1o such matters,

B. Loss other than Claims Expenses: all remaining loss incarred by such Insured from such Claim shall be
allocated between covered Damages and uncovered damages based upon the relative legal and financial
exposures of, and the relative benefits obtained by, the parties to such matters.

XII. OTHER INSURANCE

if any Costs, Damages or Claims Expenses covered under this Policy are covered under any other valid and
coltlectible insurance, then this Policy shall cover such Costs, Damages or Claims Expenses, subject to the
Policy terms and conditions, only to the extent that the amount of such Costs, Damages or Claims Expenses
are in excess of the amount of such other inserance whether such other insurance is stated to be primary,
contributory, excess, conlingent or otherwise, unless such other insurance is written only as specific excess
ingurance over the Limits of Tnsurance provided by this Policy.

X1 MATERIAL CHANGES IN EXPOSURE
A, ACQUISITION OR CREATION OF ANOTHER ENTITY
If, during the Policy Pertod, the Named Iasured:

1. acquires voting securities in another entity or creates another entity, which as a result of such acquisition
or creation becomes a Subsidiary: or

2. acquires any entity by merger into or consolidation with the Named Insured;

then, subject to the terms and conditions of this Policy, such entity and its natural person Insureds shall be
covered under this Policy but only with respect to Claims for Incidents, or Incidents, as applicable,
taking place after such acquisttion or creation, unless the Insurer agrees to provide coverage by endorsement
for Claims for Incidents, or Incidents, as applicable, taking place priox to such acquisition or creation.

B. ACQUISITION OF THE NAMED INSURED
if, during the Policy Period, any of the following events occurs:

1. the acyuisition of the Named Insured, or of all or substantially all of its assets, by another entity, or the
merger or consolidation of the Named Insured into or with another entity such that the Named
Insured is not the swrviving entity; or

2. the obtaining by any person, entity or affiliated group of persons or entities of the right to elect, appoint or
designate at least fifty percent (50%) of the directors, trustees, managers, members of the Board of
Managers, management or executive commitiee members or equivalent positions of the Named
Insured;

then coverage under this Policy will continue in full force and effect until termination of this Policy, but only
with respect to Claims for Incidents, or Incidents, as applicable, taking place before such event. Coverage
under this Policy will cease as of the effective date of such event with respect to Claims for Incidents, or
Incidents, as applicable, taking place after such event. This Policy may not be cancelled after the effective
time of the event, and the entire premium for thig Policy shall be deemed earned as of such time.

C. TERMINATION OF A SUBSIDIARY

PrF-48169 (10/16) Page 18 of 22



If, before or during the Policy Period, an entity ceases to be a Subsidiary, coverage with respect to such
Subsidiary and any Insured (as defined in paragraphs 3, 4 and 5 of such definition} of the Subsidiary
shall continue until termination of this Poliey. Such coverage continuation shall apply only with respect to
Claims for Incidents, or Incidents, as applicable, taking place prior to the date such entity ceased to be a
Subsidiary.

X1V, REPRESENTATIONS

A,

B

D.

A

XVIL

In granting coverage to any Insured, the Insurer has relied upon the declarations and statements in the
Application for this Policy. Such declarations and statements are the basis of the coverage under this
Policy and shall be considered as incorporated in and constituting part of this Policy.

The Application for coverage shall be constried as a separate Application for coverage by each Insured.
With respect to the declarations and statements in such Application, no knowledge possessed by a natural
person Insured shall be imputed to any other natural person Insured.

However, in the event that such Application contains any misrepresentations made with the actual intent to
deceive or contains misrepresentations which materially affect either the acceptance of the risk or the hazard
assumed by the Insurer under this Policy, then no coverage shall be afforded for any Incident or Claim
based upon, arising from or in consequence of any such misrepresentations with respect to:

1. any natural person Insured whe knew of such misrepresentations (whether or not such natural person
knew such Application contained such mistepresentations); or

b

an Ovganization, if any past or present Control Group Member knew of such misrepresentations
(whether or not such Control Group Member knew such Application contained such
misrepresentations).

The Insurer shall not be entitled under any circumstances to void or rescind this Policy with respect to any
Insured.

TERMINATION OF THIS POLICY

This Policy shall terminate at the earliest of the following times:

1. the effective date of termination specified in a prior written notice by the Named Insured io the
Insurer;

2. sixty (60) days after receipt by the Named Insured of a written notice of termination from the Insurer
for any reason allowed by applicable insurance laws or regulations, other than failure to pay premium
when due;

3. twenty (20) days after receipt by the Named Insured of a written notice of termination from the

Insurer for failure to pay a premium when due, unless the premium is paid within such twenty (20} day
period;

4. upon expiration of the Policy Period as shown in Item 2 of the Declarations; or
5. at such other time as may be agreed upon by the Insurer and the Named Insured.

If the Policy is terminated by the Named Insured or the Insurer, the Insurer shall refund the unearned
premiurn computed pro rgte. Payment or tender of any unearned premium by the Insurer shall not he a
condition precedent to the effectiveness of such termination, but such payment shall be made as soon as
practicable.

TERRITOR

VALUATION

Coverage provided under this Policy shall extend to Incidents and Claims taking place, brought or
maintained anywhere in the universe. Any provision in this Policy pertaining to coverage for Incidents or
Claims made or Damages or Claims Expenses sustained anywhere outside the United States of America
shall only apply where legally permissible.
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B. All premiums, limits, retentions, Costs, Damages, Claims Expenses and other amounts under this Policy

are expressed and payable in the currency of the United States of America, If judgment is rendered, settflement
ig denominated or another element of loss under this Policy is stated in a currency other than United States
of America dollars, or if Extortion Expenses are staled in a currency, including Bitcoin or other erypto-
currency({ies), other than United States of America dollars, payment under this Policy shall be made in
United States dollars at the applicable rate of exchange as published in The Wall Street Journal as of the date
the final judgment is reached, the amount of the settlement is agreed upon or the other clement of loss is due,
respectively, or, if not published on such date, the next date of publication of The Wall Street Journal. If there
is no applicable rate of exchange published in the Wall Street Journal, then payment under this Policy shall
be made in the equivalent of United States of America doflars at the actual rate of exchange for such currency.

XVII. CYBER INCIDENT RESPONSE FUND PROVISIONS

A, With respect to the Cyber Incident Response Team or a Non-Panel Response Provider:

XVHI. SUBROGATION

1. The Insureds are under no abligation to contract for services with the Cyber Incident Response
Team, However, if an Insured elects to use any Non-Panel Response Providers for any Cyber
Incident Response Lxpenses, the applicable Limits of Insurance shown in Item 4A2 of the
Declarations will apply.

2, The Insurer shall not be a party to any agreement entered into between any Cyber Incident
Responsc Team service provider and an Insured.

3. Cyber Incident Response Team service providers are independent contractors, and are not agents of
the Insurer. The Insureds agree that the Imsurer assumes no liability arising out of any services
rendered by a Cyber Incident Response Team service provider. The Insuver shall not be entitled to
any rights or subject to any obligations or liabilities set forth in any agreement entered into between any
Cyber Incident Response Team service provider and an Insured. Any rights and obligations with
respect to such agreement, including billings, fees and services rendered, are solely for the benefit of, and
borne solely by such Cyber Incident Response Team service provider and such Insured, and not the
Insarer.

4. The Insurer has no obligation to provide any of the services provided by the Cyber Incident
Response Tearm.

With respect to any other third party vendor, the Insurer may provide the Named Insured with a list of
third-party privacy and network security loss mitigation vendors whom the Named Insured, at its own
election and at the Named Insured’s own expense, may retain for cyber risk managemerit to inspect, assess,
and audit the Named Insured’s property, operations, systems, books, and records, including the Named
Insured’s network security, employee cyber security awareness, incident response plans, services provider
contracts, and regulatory compliance. Any loss mitigation inspection, assessment, or audit purchased by the

Named Insured, and any report or recommendation resulting therefrom, shall not constitute an

undertaking at the request of or for the benefit of the Insurer.

A. The Insurer shall have no rights of subrogation against any Insured under this Policy unless Exclusion

1.

111.A 1 or Section XIV, Subsection C, applies.

In the event of payment under this Poliey, the Insureds must transfer to the Insurer any applicable rights
to recover from another person or entity all or part of any such payment. The Insureds shall execute all
papers required and shall do everything necessary to secure and preserve such rights, including the execution
of such documents necessary to enable the Insurer to effectively bring suit or otherwise pursue subrogation
rights in the name of the Insureds.

If prior to the Incident or Claim connected with such payment an Insured has agreed in writing to waive
such Insured’s right of recovery or subrogation against any person or entity, such agreement shall not be
considered a violation of such Insured’s duties under this Policy.
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XIX. ACTION AGAINST THE INSURER AND BANKRUPTCY

Except as provided in Section XXII, Alternative Dispute Resolntion, no action shall lie against the Insurer. No
person or entity shall have any right under this Policy to join the Insurer as a party to any action against any
Insured to determine the liability of such Insured nor shall the Insurer be impleaded by any Insured or its
legal representatives. Bankruptey or insolvency of any Insured or of the estate of any Insured shall not relieve
the Insurer of its obligations nor deprive the Insurer of its rights or defenses under this Policy.

XX. AUTHORIZATION CLAUSE

By acceptance of this Policy, the Named Imsured agrees to act on behalf of all Insureds with respect to the
giving of notice of Incident or Claim, the giving or receiving of notice of termination or non-renewal, the
payment of premiums, the receiving of any premiums that may become due under this Policy, the agreement to
and acceptance of endorsements, consenting to any settlement, exercising the right to the Extended Reporting
Period, and the giving or receiving of any other notice provided for in this Policy, and all Insureds agree that
the Named Insured shall so act on their behalf.

XXI. ALTERATION, ASSIGNMENT, AND HEADINGS

A. Notice to any agent or knowledge possessed by any agent or by any other person shall not affect a waiver or a
change in any part of this Policy nor prevent the Insurer from asserting any right under the terms of this
Policy.

B. No change in, modification of, or assignment of interest under this Poliey shall be effective except when

made by a written endorsement to this Policy which is signed by an authorized representative of the
Insurer,

C. The titles and headings to the various parts, sections, subseclions and endorsements of the Policy are
included solely for ease of reference and do not in any way lmit, expand, serve to interpret or otherwise affeet
the provisions of such parts, sections, subsections or endorsements.

D. Any reference to the singular shall include the plural and vice versa.
XXI.  ALTERNATIVE DISFUTE RESOLUTION

A. The Insureds and the Insurer shall submit any dispute or controversy arising out of or relating to this
Policy or the breach, termination or invalidity thereof to the alternative dispute resolution ("ADR”) process
sef forth in this Section.

B. FEither an Insured or the Insurer may elect the type of ADR process discussed below. However, such
Insured shall have the right to reject the choice by the Insurer of the type of ADR process at any time prior
to its commencement, in which case the choice by such Insured of ADR process shall control.

C. There shall be two choices of ADR process:

1. non-binding mediation administered by any mediation facility to which the Insurer and an Insured
mutually agree, in which such Insured and the Insurer shall try in good faith to settle the dispute by
mediation in accordance with the then-prevailing commercial mediation rules of the mediation facility; or

2. arbitration subtmitted to any arbitration facility to which an Insured and the Insurer mutually agree, in
which the arbitration panel shall congist of three disinterested individuals.

In either mediation or arbitration, the mediator or arbitrators shall have knowledge of the legal, corporate
management, or insurance issues relevant to the matters in dispute. In the event of arbitration, the decision of
the arbitrators shall be final and binding and provided to both parties, and the award of the arbitrators shall
not include attorneys’ fees or other costs. In the event of mediation, either party shall have the right to
commence a judicial proceeding. However, no such judicial proceeding shall be commenced until at least
sixty (60) days after the date the mediation shall be deerned concluded or terminated. In all events, each party
shall share equally the expenses of the ADR process.

D. Either ADR process may be commenced in New York or in the state shown in Ttem 1 of the Declarations as the
principal address of the Named Insured. The Named Insured shall act on behalf of each and every
Insured in connection with any ADR process under this Section.
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AXNL INTERPRETATION

The terms and condtitions of this Policy shall be interpreted and construed in an even-handed fashion as between
the parties. If the language of thiz Policy iz deemed to be ambiguous or otherwise unclear, the issue shall be
resolved in the manner most consistent with the relevant terms and cenditions, without regard to authorship of
the language, without any presumption or arbitrary interpretation or construction in favor of either the Insureds
or the Insnrer, and without reference to the reasonable expectations of either the Insureds or the Insurer,

This insurance does not apply to the extent that trade or economic sanctions or other similar laws or regulations
prohibit the providing of such insurance.
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Cyber Crime Endorsement

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

This endorsement modifies insurance provided under the following:

Chubb Cyber Enterprise Risk Management Policy
Chubb DigiTech® Enterprise Risk Management Policy

It is agreed that solely with respect to the coverage provided by this endorsement, the Policy is amended as
follows:

1. Item 4. of the Declarations is amended to include the following:

. . Each Loss Aggregate Limit of Eachloss
Cyber Crime Insuring Agreements Tyt of INSUrance Refention
Insurance
B4 Funds Transfer Fraud Limit of $250,000 $250,000 $25,000
Insurance
] Computer Fraud Limit of $250,000 $250,000 $25,000
_ Insurance
X]  Social Engincering Fraud Limit ~ $250,000 $250,000 $25,000
of Insurance

2. Section I, INSURING AGREEMENTS, is amended by adding the following:

CYBER CRIME INSURING AGREEMENTS

Funds Transfer Fraud

The Insurer will pay for loss of Money or Securities sustained by an Insured resulting directly from

¥unds Transfer Fraud committed by a third party which is Discovered during the Policy Period.

Computer Fraud

The Insurer will pay the Insured for loss of Money, Securities or Property sustained by an Insured
resulting directly from Computer Fraud committed by a third party which is Discovered during the

Policy Period.

Sacial Engineering Frand

The Insurer shall pay the Insured for loss of Money or Securities sustained by an Insured resulting
direetly from Social Engineering Fraud committed by a person purporting to be a Vendor, Client or an
Employvee who was authorized by the Insured to instruct other Employees to transfer Money or

Securitics which is Discovered during the Policy Period.

Hereinafter, the above Insuring Agreements shall be collectively referred to as the “Cyber Crime Insuring

Agreements”,

3. Section I1, DEFINITIONS, is amended to include the following:

Client means a customer of an Qrganization to whom such Organization provides goods or services under

written contract or for a fee.

Computer Fraud means the unlawful taking of Money, Securities or Property resulting from a

ComputerViolation.
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Computer Violation means the unauthorized entry into, or transmission of corrupting or harmful software
code into the Insured’s Computer System which is directed against an Insured.

Cryptocurrency means a digital or electronic medium of exchange, operating independently of a central
bank, in which encryption techniques are used to regulate the generation of units and to verify the transfer of
such units.

Digcovery or Discovered means knowledge acquired by a Control Group Member of an Insured
which would cause a reasonable person to believe a covered loss has occurred or an occurrence has arisen that
may subsequently result in a covered loss. This includes loss:

1. sustained prior to the inception date of any coverage under this endorsement;
2, which does not excead the Retention set forth in in Item 4. of the Declarations; or
3. the exact amount or details of which are unknown.

Employec means any natural person in the regular setvice of an Insured in the ordinary course of such
Insured’s business, whom such Imsured governs and directs in the performance of such service, including a
part-time, seasonal, leased and temporary employee, intern or volunteer. Any natural person that otherwise
meets the foregoing definition shall be considered an Employee even if such person’s title is that of partner,
principal, director, officer, or if such person is a Control Group Member.

Funds Transfer Fraud means fraudulent electronic, telegraphic, cable, teletype, facsimile, telephone or
written instructions (other than forgery), purportedly issued by an Insured, and issued to a financial
institution directing such institution to transfer, pay or deliver Money or Securities from any account
maintained by such Insured at such institution, without such Insured’s knowledge or consent.

Money means currency, coin, bank notes and bullion. However, Money does not mean Securities
or any Cryptocurrency.

Official Authorization means a valid signature of an actual Employee or an electronic record of entry
and approval into a wire transfer system, accounting system, or similar system which is capable of
maintaining and reproducing an audit trail which demonstrates that an actual Employee approved a
transaction within their authority. A forgery is not an Official Authovization. Official Authorization
shall not include a typed name in any form (including but not limited to email, letterhead or pre-printed
material}, but shall include electronic reproductions of hand-written signatures in any form.

Property means any tangible property other than Money and Securities. Property does not include
Digital Data.

Securities means negotiable and nonnegotiable instruments or contracts representing either Money or
propetty including revenue and other stamps {whether represented by actual stamps or unused value in a
meter) in current use, casino chips, tokens and tickets, provided that Secarities does not include Money or
any Cryptocurrency.

Social Engineering Fraud means the intentional misleading of an Employee, through misrepresentation
of a material fact which is relied upon by an Employee, believing it be genuine which results in the
transferring, payment or delivery of Money or Securities.

Vendor means any entity or natural person that has provided goods or services to an Insured under a
legitimate pre-existing arrangement or written agreement. However, Vendor does not include any financial
institution, asset manager, broker-dealer, armored motor vehicle Insurer, or any similar entity.

4. The definition of Insured set forth in Scction II, DEFINITIONS, is deleted and replaced with the following:

Insured means the Named Imsured and its Substdiaries.
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5. Section 1H, EXCLUSIONS, is deleted and replaced with the following:

A. No coverage will be available for:

1. loss due to kidnap, ransom or any other extortion payment surrendered to any person as a result of a
threat to do bodily harm to any person or a threat to do damage to any property;

2. lossinvolving:

a. the disclosure of an Insured’s or another enlity or person's confidential or
personal information while in the care, custody or control of an Insured, including but not
limited to patents, trade secrets, processing methods, customer lists, financial information,
credit card information, health information or any similar type of non-public information;

b. loss involving the uge of another entity or person’s confidential or personal information while
in the care, custody or control of an Insured, including but not limited to patents, {rade
secrets, processing methods, customer lists, financial information, credit card information,
health information or any similar type of non-public information; or

fees, costs, fines, penalties or any other expenses incurred by an Insured which result,
directly or indirectly, from the access to or disclosure of another entity or person’s
confidential or personal information, including but not limited to patents, trade secrets,
processing methods, customer lists, financial information, credit card information, health
information or any similar type of nonpublic information,

o

provided that this Exclusion 2. a. and b. shall not apply to loss that is otherwise covered under any
Cyber Crime Insuring Agreement;

3. loss or damage due to declared or undeclared war, civil war, insurrection, rebellion, revolution,
military, naval or usurped power, governmental intervention, expropriation or nationalization, or any
act or condition incident to any of the foregoing;

loss or damage due to nuclear reaction, nuclear radiation or radicactive contarnination, or any act or
condition incident to any of the foregoing;

LY

loss of income not realized as the result of a covered loss;

indirect or consequential loss of any kind;

fees, costs or expenses incurred or paid in defending or prosecuting any legal proceeding or claim;
loss sustained by one Insured to the advantage of any other Insured;

R N

loss or damage due to Computer Fraud or Funds Transfer Fraud or other fraudulent, dishonest
or criminal act committed by any authorized representative of an Insured, whether acting alone or in
collusion with others.

B. With respect to the Funds Transfer Fraud and Computer Fraud Insuring Agreements, no coverage will be
available for loss resulting from any transfer, payment or delivery of Money, Securities or Property
approved by an Employee, or arising out of any misrepresentation received by any Employee, agent,
independent contractor or other representative of the Insured, whether such transfer, payment or delivery was
made in good faith or as a result of trick, artifice, fraud or false pretenses.

€. With respect Lo the Soctal Engineering Fraud Insuring Agreement, the Insurer shall not be liable for:

1. loss or damage to Money or Securities as a result of Computer Fraud or Funds Transfer
Fraud;

2, loss due to any investment in Securities, or ownership in any corporation, parthership, real
property, or sintilar instrument, whether or not such investment is genuine;

3. loss due to the failure of any party 1o perform, in whole or in part, under any contract;
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4. loss due to the extension of any loan, credit or similar promise to pay;

Ed

loss due to any party’s use of or acceptance of any credit card, debit card or stmilar instrument,
whether or not genuine;

6. loss due to any person purporting to be a representative of any financial institution, asset manager,
broker-dealer, armored motor vehicle company, or any similar entity;

7. loss of Money or Securities while in the mail or in the custody of any carrier for hire, including but
not limited to any armored motor vehicle company;

8. loss due to the failure, malfunction, inadequacy or illegitimacy of any product or service;
9. loss of or damage to any Property;
10. loss due to any gambling, game of chance, lotlery or similar game;

11. loss in excess of $50,000, unless the transferring, payment or delivery of Money or Sccurities is

made:
a, by a Control Group Member, or
h. by any Employee (other than a Comtrol Group Member), agent, independent contractor or

other representative of the Inswred, after receiving Official Authorization from:
i. a Control Group Member, or
il. an Employee acting in a supervisory capacity.

D. Inaddition to the amended Section 111, no coverage will be available for;

1. loss unless sustained by any Insured at any time, and Discovered during the Policy Period and
prior to the termination of the coverage provided by this endorsement as to such Insured;

2, loss unless sustained by any Insured at any time, and Discovered during the Policy Period and
prior to the termination of any Cyber Crime Insuring Agreement or any particular coverage offered
under any Cyber Crime Insuring Agreement;

3. loss unless sustained by any Insured at any time, and Discovered during the Policy Period and
prior to the termination of the coverage provided by this endorsement in its entirety,

provided that in no event will coverage be available under this coverage for such loss if such loss is
covered under any renewal or replacement of this coverage or any Cyber Crime Insuring Agreement or
any particular caoverage offered under any Cyber Crime Insuring Agreement,

6. SectionV, EXTENDED REPORTING PERIOD, is deleted.
7. Section VI, LIMITS OF INSURANCE, is deleted and replaced with the following:

The Insurer will pay forloss sustained by an Insured at any time and Discovered during the Policy
Period.

The Insurer’s maximum liability for each loss shall not exceed the limit of insurance applicable to such loss,
as set forth in Item 4 of the Declarations for this Policy, as amended by this endorsement, regardless of the
nuwmber of Insureds sustaining such loss.

The Insurer’s maximum liability shall not exceed the limit of insurance:

1. Applicable to the Funds Transfer Fraud Insuring Agreement: for all loss or losses resulting from any
act, casualty or event, any series of related acts, casualties or events, or any act or sevies of acts
committed by one natural person or entity, or in which the same group of natural persons or entities
acling together are implicated, regardless of whether such act, casualty or event or series of acts,
castalties or events was committed or occurred before or during the Policy Period.

2. Applicable to the Computer Fraud Insuring Agreement: for all loss or losses resulting from any act,
casually or event, any series of related acts, casualties or events, or any act or series of acts commilted
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by one natural person or entity, or in which the same group of patural persons or entities acting
together are implicated, regardless of whether such act, casualty or event or series of acts, casualties
or events was committed or occurred before or during the Policy Period.

3. Applicable to the Social Engineering Fraud Insuring Agreement: for all loss or losses resulting from
any act, casualty or event, any series of related acts, casualties or events, or any act or series of acts
committed by one natura! person or entity, or in which the same group of natural persons or entities
acting together are implicated, regardless of whether such act, casualty or event or series of acts,
casualties or events was committed or occurred before or during the Policy Period.

If a loss is covered under more than one Cyber Crime Insuring Agreement, the maximum amount payable
under this Policy shall not exceed the largest applicable limit of insurance of any such Cyber Crime

Insuring Agreement.

The Ingurer’s tota) curnulative liahility for ali loss Discovered during the Policy Period shall not
exceed the applicable Cyber Crime Aggregate Limit of Insurance as set forth in Item 4. of the Declarations.
Such amount shall be part of and not in addition to the Maximum Policy Aggregate Limit of Insurance as
stated in Item 3. of the Declarations. Each payment made under the terms of this endorsement shall reduce
the unpaid portion of the applicable Cyber Crime Aggregate Limit of Insurance and the Maximum Policy
Aggregate Limit of Ingurance until they are exhausted.

On exhausting the applicable Cyber Crime Aggregate Limit of Insurance by such payments the Insurer
shall have no further liability for loss or losses regardless of when Discovered and whether or not
previously reported to the Insurer; and the unpaid portion of the applicable Cyber Crime Aggregate Limit
of Insurance and Maximum Policy Aggregate Limit of Insurance shall not be increased or reinstated by any
recovery made and applied in accordance with Section XVIIL Recoveries (as amended in paragraph 17 of
this endorserment). In the event that a loss of Seeurities is settled by indemnity in lieu of payment, then
such foss shall not reduce the unpaid portion of the applicable Cyber Crime Aggregate Limit of Insurance
or Maximum Policy Aggregate Limit of Insurance.

8. Section VI, RETENTION, is deleted and replaced with the following:

A. The Insurer’s Hability under this Policy shall apply only to that part of each loss which is in excess
of the applicable Retention set forth in item 4 of the Declarations for this Policy.

B. IfanInsured receives payment under another policy or bond, after applying a deductible or
retention, for loss also covered hereunder, then the applicable Retention set forth in Hem 4 of the
declarations as amended by this endorsement shall be reduced by the deductible or retention
previously applied to such toss.

Notwithstanding the foregoing, if an Insured receives payment under another policy or bond, including
but oot limited to the Other Crime Policy, as set forth in paragraph 13., amended Section K11, Other
Tusurance, of this endorsement, after applying a deductible or retention, for loss also covered hereunder,
then the Retention set forth in Item 4 of the Declarations shall be reduced, up to the amount of such
Retention, by the sum of:

1. thedeductible or retention amount previously applied to such loss, and

2. any amount paid with respect to such loss under such other policy or bond.

9. Section VIII, NOTICE, is deleted and replaced with the following:
Section VIII. NOTICE AND PROOF OF LOSS

A. Knowledge possessed by any Insured or Discovery shall be deemed knowledge possessed by or
Discovery by all Insureds.

B, Itis acondition precedent to coverage hereunder that, upon Discovery, the Named Insured will:

1. give written notice to the Insurer as soon as practicable but in no event later than oo days after
such Discovery;
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10.

2. furnish affirmative proof of logs with full particulars to the Insurer as soon as practicable but in
no event later than 180 days after such Discovery;

3. submit to examination under cath at the Insurer’s request;

produce all pertinent records at such reasonable times and places as the Insurer shall designate;
and

5. provide full cooperation with the Insurer in all matters pertaining to a loss or claim.

[

No Claim will be denied for failure to subsit a written notice of Claim within the required amount titne,
unless this failure operates to prejudice the rights of the Insurer.

C. The Insured may offer a comparisen between an Insured’s inventory records and actual physical count
of its inventory to prove the amount of loss only where an Insured establishes wholly apart from such
comparison that it has sustained a covered loss caused by a third party.

Section IX, DEFENSE AND SETTLEMENT, is deleted in its entirety.

11, Section X, PROOF OF LOSS FOR FIRST PARTY INSURING AGREEMENTS, is deleted.

12

L=

i3.

14.

Seetion XI, ALLOCATION, is deleted.
Section XII, OTHER INSURANCE, is deleted and replacing with the following:

If an Insured or any other party at interest in any loss covered by this Poliey has any crime insurance, bond,
indemnity or similar insurance (the “Other Crime Policy”), which would cover such loss in whole or in part
in the absence of this Policy, then this Policy shall be null and void to the extent of the amount recoverable
or received under the Other Crime Policy; but this Policy shall cover such loss, subject to its exclusions,
conditions and other terms, only to the extent of the amount of such loss in excess of the amount recoverable
ot received under the Other Crime Policy.

Nothing in this endorsement is meant nor shall it be construed to obligate the Insurer to comply with the
terms and conditions of any other insurance policy or bond including but not limited to the Other Crime
Policy.

Section XIIT, MATERIAL CHANGES IN EXPOSURE, is deleted and replaced with the following:
A, ACQUISITION OR.CREATION OF ANOTHER ORGAN IZATION
If, during the Policy Period, the Named Insured:

1. acquires voting securities in another organization or creates another organization, which as a result of
such acquisition or creation becomes a Subsidiary; or

2. acquires any organization by merger into or consolidation with the Named Insured;

then, subject to the terms and conditions of this Policy, such organization shall be covered under this
Policy but only with respect to loss resulting divectly from Computer Fraud, Funds Transfer Fraud
or Social Engineering Fraud sustained after such acquisition or creation, unless the Insurer agrees
to provide coverage by endorsement for Computer Fraud, Funds Transfer Fraud or Secial
Enginecering Fraud which took place prior to such acquisition or creation.

B. ACQUISITION OF THE NAMED INSURED
If, during the Policy Period, any of the following events occurs:

1. the acquisition of the Named Insured, or of all or substantially all of its assets, by ancther entity, or
the merger or consolidation of the Named Insured into or with another entity such that the
Named Insured is not the surviving entity: or

2. the obtaining by any person, entity or affiliated group of persons or entities of the right to elect,
appoint or designate at least 50% of the directors of the Named Insured;
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then coverage under this Policy will continue in full force and effect until termination of this Policy, but
only with respect to loss resulting directly from Computer Fraud, Funds Transfer Fraud or Social
Engineering Fraud sustained before such event. Coverage under this Policy will cease as of the
effective date of such event with respect to loss resulting directly from Computer Fraud, Funds
Transfer Fraud or Social Engineering Fraud sustained after such event. This Policy may be
cancelled by the Named Insured on or after the effective time of the event, and the Insurer shall
refund the unearned premium computed pro rata, calculated as of the date on which the Insurer
receives a communication from the Insured requesting cancellation of this Policy. The Insurer will be
under no obligation to accept requests to retroactively cancel this Policy.

. Termination of a Subsidiary

If before or during the Policy Period an organization ceases to be a Subsidiary, coverage with respect
to the Subsidiary shall continue until termination of this Policy. Such coverage continuation shall
apply only with respect to loss resulting directly from Computer Fraud, Funds Transfer Fraud or
Social Engineering Fraud sustained prior to the date such organization ceased to be a Subsidiary.

15. Section XIV, REPRESENTATIONS, is deleted and replaced with the following:
Section XIV. CONCEALMENT, MISREPRESENTATION OR FRAUD

This Policy is void in any case of fraud by the Tnsured as it relates to this Policy at any time. It is also void if
any Insured, at any time, intentionally conceals or misrepresents a material fact concerning:

1. this Policy;
2. the property covered under this Folicy;
3. the Insured’s interest in the property covered under this Policy; or
4. aclaim under this Policy.
16, Section ¥VI, TERRITORY AND VALUATION, is deleted and replaced with the following:
The Insurer shall pay:

1. the actual market value of lost, damaged or destroyed Securities at the closing price of such
Seccurities on the business day immediately preceding the day on which a loss is Discovered;
or the cost of replacing Securities, whichever is less, plus the cost to post a Lost Instrument
Bond;

2. the cost of blank books, pages or tapes or other blank materials to replace lost or damaged books
of account or other records;

3. theleast of:
1. the actual cash value of the Property; or

2. the cost to repair or replace Properly, other than precious metals, with that of sirnilar
quality and value, at the time the Insured complies with Section VII1, Notice and Proof of
Loss, regarding the furnishing of proof of loss;

4. the United States of America dollar value of foreign currency based on the rate of exchange
published in The Wall Street Journal on the day loss involving foreign currency is Discovered;
or

. the United States of America dollar value of any precious metals based on the rate of exchange

foreign currency is Discovered.
17. Section XV, SUBROGATION, is deleted and replaced with the following:
Section ¥VIII RECOVERIES

Recoveries for any loss under this coverage, whether effected by the Insurer or by an Insured, less the cost
of recavery, shall be distributed as follows:
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1. first, to an Insured for the amount of such loss, otherwise covered, in excess of the applicable
Limits of Insurance;

2. second, to the Insurer for the amount of such loss paid to an Insured as covered loss;

3. third, to an Insured for the Retention applicable to such loss;

4. fourth, to an Insared for the amount of such loss not covered under this endorsement.
Recovery from reinsurance or indemnity of the Insurer shall not be deemed a recovery hereunder.

18. Section XX, AUTHORIZATION CLAUSE, is amended by adding the following after the term Claim in the
second line of the first sentence:

or the notice of a loss pursuant to the Cyber Crime Inguring Agreements,

19. The following Sections are added:

OWNERSHIP

The Insurer’s liability under this Policy will apply only to Money, Securitics or Property owned by the
Insured or for which the Insured is legally liable, or held by the Insured in any capacity whether or not the
Insured is liable.

NON-ACCUMULATION OF LIABILITY

A. When there is more than one Insured, the maximum Hability of the Insurer for loss sustained by any or
all Insureds shall not exceed the amount for which the Insurer would be Iiable if all loss was sustained
by any one Insured.

B. Regardless of the number of years this coverage remains in effect and the total premium amounts due or
paid, whether under this Policy, any prior bond or policy, or any renewal or replacement of this Poliey,
the liability of the Insurer with respect to any loss shall not be cumulative from year to year or from
Policy Period to Policy Period.

TERMINATION OF PRIOR BONDS OR POLICTES

Any prior bonds or policies issued by the Insurer or any subsidiary or affiliate of Chubb shall terminate, if
not already terminated, as of the inception of this Policy.

All other terms and conditions of this Policy remain unchanged.
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Westchester
A Chudbniy Cotnguny

Policyholder Notice
Cyber Services for Incident Response

This Policyholder Notice shall be construed as part of your Policy but no coverage is provided by this
Policyholder Notice nor can it be construed to replace any provisions of your Policy. While no coverage is
provided by this Policyholder Notice, bolded terms in this Policyholder Notice shall have the meaning set forth in
your Policy. You should read your Policy and review your Declarations page for complete information on the
coverages you are provided.

This Notice provides information concerning access to cyber services for incident response,
Cyher Incident Response Team

The Cyber Incident Response Team is a list of approved service providers available to provide the services set
forth in the definition of Cyber Incident Response Expenses in your Policy. The list of approved service
providers is available on the Chubb website. These providers have been carefully selected by Chubb and are
reviewed on a periodic basis. The service providers have capabilities in various disciplines for 2 Cyber Incident
response that include, but are not limited to, the following:

1. Computer Forensics
Public Relations
Notification and Identity Services

Call Center Services

2

3

%

5. Cyber Extortion and Ransom Services
6. Legal and Regulatory Cominunications
7.

Business Interruption Services

In the event of a Cyber Incident, a copy of the Cyber Incident Response Team list can also be obtained
from any Cyber Incident Response Coach. In the event of a Cyber Incident, contact the Cyber Incident
Response Coach as indicated on the Declarations Page and referenced throughout the Poliey.

Pleage note the following:

1. Should you experience a cyber related incident, you may choose to call the Cyber Incident Response
Team Hotline listed in your Poliey for immediate triage assistance. Please be aware that the hotline
service is provided by a third-party law firm. If you engage this service, it is billable to you at the standard
rate per hour outlined in the Chubb Cyber Incident Response Team Panel Guidelines. Calling the
hotline does WOT satisfy the claim notification requirements of your Policy,

2. Chubb shall not be a party to any agreement entered into between any Cyber Incident Response
Team service provider and the policyholder. It is understood that Cyber Incident Response Team
service providers are independent contractors, and are not agents of Chubb. The policyholder agrees that
Chubb assumes no liability arising out of any services rendered by a Cyber Incident Response Team
service provider. Chubb shall not be entitled to any rights or subject to any obligations or liabilities set
forth in any agreement entered into between any Cyber Incident Response Team service provider
and the policyholder. Any rights and obligations with respect to such agreement, including but limited to
billings, fees and services rendered, are solely for the benefit of, and bhorne solely by such Cyber
Incident Response Team service provider and the policyholder, and not Chubb.
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3. Chubb has no obligation to provide any of the legal, computer forensics, public relations, notification and
identity services, call center services, cyber extortion and ransom, legal and regulatory communications,
and business interruption advice and services provided by the Cyber Incident Response Team.,

4. The policyholder is under no obligation to contract for services with Cyber Incident Response Team
service providers, except as may be amended by the Policy.

5. Solely with respect to the services provided by the Cyber Incident Response Team:

a.  Failure to comply with any one or more of the requirements of the Cyber Incident Response
Team will preclude coverage under the applicable limit(s).

b. Chubb may, at its sole discretion and only as evidenced by Chubb ’s prior written approval, on or
before the effective date of the Policy, permit the policyholder to retain alternative service
providers to provide services comparable to the services and rates offered by the Cyber Incident
Response Team,

¢. If, during the Policy Period, either (i) any of the Cyber Incident Response Team service
providers is unable to or does not provide the services covered and as defined in the definition of
Cyber Incident Response Expenses or (ii) there is a change of law or regulation that prevents
service providers selected exclusively from the Cyber Incident Response Team from
providing the legal, computer forensic, notification, call center, public relations, ecrisis
communications, frand consultation, credit monitoring, amd identity restoration advice and
services sought by the policyholder, Chubb may, at its sole discretion and only as evidenced by
Chubb’s prior written approval, permit the policyholder to retain alternative service providers to
provide services comparable to the services offered by the Cyber Incident Response Team.

d. The maximum rate Chubl will pay for Cyber Incident Response Expenses shall be no more

than the rates outlined in the ‘Chubb Cyber Incident Response Team Pancl Guidelines’ for
such sarvices.
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(I N Policyholder Notice
Cyber Services for Loss Mitigation

This Policyholder Notice shall be construed as part of your Policy but no coverage is provided by this
Poticybolder Notice nor can it be construed to replace any provisions of your Pelicy. While no coverage is
provided by this Policyholder Notiee, bolded terms in this Policyholder Notice shall have the meaning set forth in
vour Policy. You should read your Policy and review your Declarations page for complete information on the
coverage you are provided.

As a Chuhb policyholder, you have eyber services available to you, as described in this Notice.

Loss Mitigation Services

Chubb provides “pre-event” cyber security services as a benefit to help our policyholders analyze key cyber
exposures and help limit the exposures to & potential loss. These services, which complement our post incident
cyber services, have been created based on our claim and industry experience. These services have heen carefully
selected by Chubb and are reviewed on a periodic basis. These services include, but are not limited to, the
following:

1. Online Web Portal

a

Incident Response Readiness
Security Awareness
Information Governance
Security Risk Ratings

Cyber Security Standards
Encryption

I I A

User Access Controls
g. Regulatory and Standards Compliance
10. Password Management

Services shall be provided by a panel of Chubb pre-approved vendors at preferred rates and must be rendered
during the Policy Period.

Policyholder Reimbursements

In order to assist the Insured in reducing exposure to covered Costs, Damages and Expenses under the
Policy, Chubb can authorize contributions to the cost of qualified services from & pre-approved vendor or a
vendor that is reviewed and approved in writing by Chubb. Such contribution shall take the form of a matched
reimbursement of the eost of a qualified service up to 2 maximum of $3000 per Policy Period, Reimbursements
must be authorized by Chubb and will be made for only those services rendered 00 days prior to the Poliey
expiration or renewal date.

Please note the following:

1. Chulsh does not endorse vendors or their respective services. Before you engage any of these vendors, we
urge you to conduct your own due diligence to ensure the companies and their services meel your needs.
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Unless otherwise indicated or approved, payment for services provided by these companies is the
responsibility of the Insured.

2. The wel portal is currently powered by eRisk Hub®, a 3™ party web-based loss prevention portal
managed by NetDiligence®. Do not share portal access instructions with anyone outside your
organization, You are responsible for maintaining the confidentiality of the Chubb Access Code provided
to you. An unlimited number of individuals from your organization may register and use the portal.
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Westchester

A Chbb Company

Chubb Producer Compensation
Practices & Policies

Chubb believes that polieyholders should have access to information about Chubb's practices and policies related
to the payment of compensation to brokers and independent agents. You can obtain that information by accessing
our wehasite at hitp://www.aceproducercompensation.cor or by calling the following toll-free telephone number:

1-866-512-2862.
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Westchester
b Compans U.S. Treasury Department’s Office
Of Foreign Assets Control (“OFAC”™)
Advisory Notice to Policyholders

This Policyholder Notice shall not be construed as part of your policy and no coverage is provided by this
Policyholder Notice nor can it be construed to replace any provisions of your policy. You should read your
policy and review your Declarations page for complete information on the coverages you are provided.

"This Notice provides information concerning possible impact on your insurance coverage due to divectives
issued by OFAC. Please read this Notice carefilly.

The Office of Foreign Assets Control (OFAC) administers and enforces sanctions policy, based on
Presidential declarations of "national emergency”. OFAC has identified and listed numerous:

® Foreign agenls;

#® Front organizations;

® Terrorists;

® Terrorist organizations; and
® Narcotics traffickers;

as "Specially Designated Nationals and Blocked Persons”, This list can be located on the United States
Treagury's web site - hitp//www.treas.gov/ofac.

In accordance with OFAC regulations, if it is determined that you or any other insured, or any person or
entity claiming the benefits of this insurance has violated U.S. sanctions law or is a Specially Designated
National and Blocked Person, as identified by OFAC, this insurance will be considered a blocked or frozen
contract and all provisions of Lhis insurance are immediately subject to OFAC. When an insurance policy
is considered to be such a blocked or frozen contract, no payments nor premium refunds may be made
without autherization from OFAC. Other limitations on the premiums and payments also apply.
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TRADE OR ECONOMIC SANCTIONS ENDORSEMENT

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY,

This insurance does not apply to the extent that trade or economic sanctions or similar laws or regulations prohibit
us from providing insurance, including, but not limited to, the payment of claims. All other terms and conditions of
policy remain unchanged.
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Additional Insured ~ Blanket Pursuant to a Contract — Cyber ERM
THIS ENDORSEMENT CHANGES THE POLICY, PLEASE READ IT CAREFULLY.
This endorsement modifies insurance provided under the following:

Chubb Cyber Enterprise Risk Management Policy

It is agread that the Policy is amended as follows:

Section IT, Definitions, Insured, is amended by adding the following:

Insured also means any natural person or entity for whom an Organization is required by written contract
or agreement to provide insurance coverage under this Policy (hereinafter “Additional Inswured”), but only
with respect to Claims:

a. arising out of any Incident committed after the Organization and the Additional Insured
entered into such written contract or agreement;

b. for any Incident committed by, on behalf of, or at the direction of the Organization; and

¢. subject to the lesser of the limits of insurance required by such written contract or agreement belween
the Organization and the Additional Insured, or the applicable Limits of Insurance of this
Policy,

However, o natural person or entity shall be an Additional Insured with respect to any Claim arising
solely oul of such natural person’s or entity's independent act, error, or omission.  In the event of a
disagreement between the Named Insured and the natural person or entity as to whether the Claim
arises solely out of such natural person’s or entity’s independent act, error, or omission, it is agreed that
the Insurer shall abide by the determination of the Named Insured on this issue, and such
determination shall be made by the Named Insured within 20 days of the notification of the applicable
Claim.

Section 111, Exclusions, Subsection B, EXCLUSIONS APPLICABLE TO SPECIFIC INSURING AGREEMENTS, is
amended by deleting paragraph 3. Insured v. Insured, and replacing it with the following:

Insured v. Insured

solely with respect to Insuring Agreements F and F, brought or maintained by, on behalf of, or in the right
of any Insured other than an Additional Insured as defined in this endorsement. Provided, however,
solely with respect to [nsuring Agreement E, this exclusion shall not apply to that part of any Claim
alleging employee-related invasion of privacy or employee—related wrongful infliction of emotional
distress in the event such Claim arises out of the loss of Protected Information resulting from a
Cyber Incident.

All other terms and conditions of this Policy remain unchanged.
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Breach Response Indeminitee — Blanket Pursuant to a Contract
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ I'T CAREFULLY.
This endorsement modifies insurance provided under the following:

Chubb Cyber Enterprise Risk Management Policy
Chubb DigiTech® Enterprise Risk Management Policy

It is agreed that Section II, DEFINITIONS, is amended as follows:
1. The following detfinition is added:

+ Breach Response Indemnitee means any natural person or entity whom an Organization has
agreed via written contract or agreement to indemnify for Cyber Incident Response Expenses
arising out of any actual or reasonably suspected failure by an Imsured, or any independent
contractor for whom or for which an Insured is legally responsible (other than the Breach
Response Indemnitee), to properly handle, manage, store, destroy, protect, use or otherwise
coptrol Protected Information.

2. The definition of Insured iz amended to include the following:

»  solely with respect to Insuring Agreemeni A, a Breach Response Indemnitee, but only with
respect to Cyber Incident Response Expenses:

a.  arising out of any Cyber Incident as described under 1.b. of such definition which is committed
after the Qrganization and the Breach Response Indemnitee entered into the written
contract or agreement described in the definition of Breach Response Indemnitee;

b. arising out of such Cyber Incident committed by, on behalf of, or at the direction of the
Organization;

¢. that are subject to the applicable indemmnification provisions of such written contract or
agreement; and

d. that are subject to the lesser of the limits of insurance required by such written contract or
agreement between the Opganization and the Breach Response Indernnitee, or the
applicable Limits of Insurance of this Policy.

However, no natural person or entity shall be a Breach Response Indemnitee with respect to any
Cyber Incident Response Expenses arising solely out of such natural person’s or entity’s
independent act, error, or omission. In the event of a disagreement hetween the Named Insured
and the natural person or entity as to whether such Cyber Incident arises solely out of such natural
person’s or entity’s independent act, error, or omission, it is agreed that the Insurer shall abide by
the determination of the Named Insured on this issue, provided such determination is made within
a reasonable amount of time,

All other terms and conditions of this Policy remain unchanged.
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PROTECTIVE SAFEGUARDS EXCLUSION
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

This endorsement modifies insurance provided under the following;:

CHUBE CYBER ENTERPRISE RISK MANAGEMENT POLICY
CHUBB DIGITECH® ENTERFRISE RISK MANAGEMENT POLICY

It is agreed that the Policy is amended as follows:

1. Bection 111, Exclusions, subsection B, Exclusions Applicable To Specific Insuring Agreements, is amended by
adding the following:

+  Protective Safeguards

solely with respect to Insuring Agreements A-E, alleging, based upon, atising out of, or attrilbnetable to any
Cyber Incident that reasonably could have been avoided had the Insured not failed to:

[.] maintain Specified Cyber Security Safeguards.

& remediate Known Cyber Vulnerabilities which the Insurer specifically communicated to the
Insured prior to the effective date of this Policy.

However, this exclusion shall not apply to Costs, Claims Expenses, or the Insurer’s duty to defend
any such Claim, unless the Insurer obtains information that such Cyber Incident reasonably could
have heen avoided but for the Insured’s failure, at which time the Insured shall reimburse the Insurer
for any Costs or Claims Expenses paid by the Insurer. Provided that:

i.  if a criminal proceeding is brought against any natural person Insured other than a Control Group
Member (“Suspected Individual”), alleging conspiracy to commit or assist others in commitling a
Malicious Computer Act against other Insureds, then no such faiture or act of such Suspected
Individual shall be imputed to any other Insured for purposes of this exclusion; and

ii. any conduct pertaining to any past, present, or future Control Group Member, other than a Rogue
Actor, shall be imputed to an QOrganization. For purposes of this exclusion, “Rogue Actor” means a
Control Group Member acting outside his or her capacity as such.

2. Section II, Definitions, is amended by adding the following:
Specified Cyber Security Safeguards means the following:
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Known Cyber Vulnerahilities means the following:

CVE-2021-44228 (Log4Shell vulnerability)

3. Section IX, Defense and Settlement, subsection F, is deleted and replaced with the following:

F. The Insureds shall cooperate with the Insurer and provide to the Insurer all information and
agsistance which the Insurer reasonably requests, including attending hearings, depositions, and trialg,
and assistance in effecting settlements, securing and giving evidence, obtaining the attendance of
witnesses, and conducting the investigation and defense of any Claim covered by this Policy. Further,
the Imsureds shall provide the Insurer a signed statement of the Insureds’ complete and truthful
responses to any requests for information and produce all pertinent records at such reasonable times and
places as the Insurer shall designate. The Insured shall do nothing that may prejudice the Insurer’s
position. The Insureds shall forward to the Insurer as soon as practicable, at the address shown in Item
10A of the De¢larations, every demand, notice, summons, or other process or pleading received by an
Insured or its representatives.

4. Section X, Proof of Loss for First Party Insuring Agreements, subsection A, is amended by adding the
following:

Further, the Insureds shall provide the Insurer a signed staternent of the Insureds’ complete and truthiul
responses to any requests for information and produce all pertinent records at such reasonable times and
places as the Insurer shall designate,
All The title and any headings in this endorsement/rider are solely for convenience and form no part of the terms
and conditions of coverage.

All other terms, conditions and lmitations of this Poliey shall remain unchanged.
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General Enhancement Endorsement — Cyber
THIS ENDORSEMENT CHANGES THE I'OLICY. PLEASE READ IT CAREFULLY.
This endorsement modifies insurance provided under the following;:

Chubb Cyber Enterprise Risk Management Policy

1t is agreed that the Poliey is amended as follows:
1. Section II, DEFINITIONS, is amended as follows:

A,

E,

(]

Paragraph 3 of the definition of Claim iz deleted and replaced with the following;

3. arbitration, mediation, or other altermative dispute resolution proceeding against any Insared
seeking monetary damages or non-monetary or injunctive relief, commenced by the receipt of a
written demand, or service of a complaint or similar pleading;

The definition of Computer System is defeted and replaced with the following:

Computer System means computer hardware, software, Telephone System, firmware, and the data
stored thereon, as well as associated input and output devices, data storage devices, maobile devices,
networking equipment and storage area network or other electronic data backup facilities. The terms
referenced herein include Industrial Control Systems.

Faragraph 2 of the definition of Cyber Incident Response Expenses is deleted and replaced with the

following:

2. retaining the services of third party forensic firms, including a Payment Card Industry (PCI) Forensic
Investigator, to determine the cause and scope of 2 Cyber Incident;

Paragraph s.c. of the definition of Cyber Incident Response Expenses is deleted and replaced with

the following:

¢. call center services, mailing services or costs, and other related services for notification as required by
law; or

The definition of Cyber Incident Response Team is amended by replacing the term “Pre-Approved
Service Providers” with “Pre-Approved Response Providers”,

The definition of Damages is amended by inserting the phrase “Regulatory Fines,” after "Payment
Card Loss,”,

. Paragraph 2 of the definition of Damages is amended by inserting the word “directly” before “imposed”.

‘The definition of Network Extortion Threat is deleted and replaced with the following:

Network Extortion Threat means any credible threat or series of related threats directed at an
Insured to

1. releage, divulge, disseminate, destroy or use Protected Information, or confidential corporate
information of an Insured, as a result of the unauthorized access to or unanthorized use of an
Insured’s Computer System or Shared Computer System;

2. canse 3 Network Secority Faihire;
3. alter, corrupt, damage, manipulate, misappropriate, encrypt, delete or destray Digital Data; or
4. restrict or inhibit access to an Tnsured’s Computer System or Shared Computer System,;

where a demand is made for the Imsured to make a payment or a sevies of payments, or otherwise meet a
demand, in exchange for the mitigation or removal of such threat of series of related threats.

Furthermore, Network Extortion Threat includes a threat or series of related threats connected to any
of the acts above that have already commenced,
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I. The definition of Payment Card Loss is deleted and replaced with the following:

Payment Card Loss means monetary assessments, fines, penalties, chargebacks, reimbursements, and
fraud recoveries, inclading card reissuance costs, which an Insured hecomes legally obligated to pay as 2
result of an Insured’s actual or alleged failure:

1. of Network Security; or

2. to properly protect, handle, manage, store, destroy, or otherwise control Paymentl Card data,
including Protected Information;

where such amount is determined pursuant to a payment card processing agreement between an
Organization and a Payment Card Brand, or a merchant agreement between an Organization and
a payment services provider, including for mobile payment services, or demanded in writing from an
issuing or acquiring bank that processes Payment Card transactions, due to an Insured's actual or
alleged non-compliance with applicable Payment Card Industry Data Security Standards, EMV
specifications, or mobile payment security requirements. Payment Card Loss shall not include:

1. subsequent fines or assessments for non-compliance with the Payment Card Industry Data
Security Standards, EMV Specifications, or a mobile payment services merchant agreement
unrelated to a specific Claim; or

2. costs or expenses incurred to update or improve privacy or network security controls, policies or
pracedures to a level beyond that which existed prior to the applicable Cyber Incident or to be
compliant with applicable Payment Card Industry Data Security Standards, EMV
Specifications, or a mobile payment serviees merchant agreement.

J. The definition of Pre-Approved Response Provider is amended by replacing both instances of the
word “service” with “response”.
K. The definition of Property Damage is deleted and replaced with the following:

Property Damage means physical injury to, or destruction of, tangible property, including the resulting
loss of use thereof.

L. The definition of Protected Information is amended by deleting the word “unpublished”.

M. The definition of Protected Inforimation is further amended by deleting Paragraph 2.a. and replacing
it with the following:

a. thatis not available to or known by the general public; or
N. The definition of Regulatory Proceeding is amended by inserting “, notice,” after “complaint”.
0. The definition of Retroactive Date is amended by adding the following:

If Item 5 of the Declarations is left blank or contains the phrases “Full Prior Acts”, "N/A", “Not
Applicable”, or “None”, then Retroactive Date means the beginning of time.

2. Section 111, EXCLUSIONS, subsection A, EXCLUSIONS APPLICABLE TO ALL INSURING AGREEMENTS, is
amended as follows;

A, Exclusion 1. Conduct is amended by deleting the word “dishonest”,

B. Exclusion 3. Pending or Prior Proceedings, paragraph a., is amended by inserting the word “written”
before “demand”.

C. Exclusion 4. Prior Notice is deleted and replaced with the following:
4. Prior Notice
alleging, based upon, arising out of, or attributable to:

a. any Incident, fact, circumstanee or gituation which has been the subject of any written notice
given and accepted under any other policy of which thiz Policy is a direct or indirect renewal or
replacement; or
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b, any other Incident, whenever occurring, which, together with an Incident which has been the
subject of such notice pursuant to paragraph a. immediately above, would constitute
Interrelated Incidents.

13, Exclusion 11. Contract is deleted and replaced with the following:
11. Contract

for breach of any express, implied, actual or eonstructive contract, warranty, guarantee, or promise,
including any actual or alleged liability assumed by an Insured, unless suclh liability would have
alttached to the Insured even in the absence of such contract, warranty, guarantee, or promise.
However, this exclusion shall not apply to:

a. an Insured’s contractual obligation to maintain the confidentiality or security of Protected
Information;

. an unintentional violation by an Imsured to comply with an Organization’s Privacy Policy;
¢. solely with respect to Insuring Agreement E, Payment Card Loss; or
d. solely with respect to Insuring Agreement F, misappropriation of idea under implied contract.
E. Exclusion 13. Intelleciual Property is deleted and replaced with the following:
13. Infellectual Property

alleging, based upon, arising out of or attributable to any infringement of, violation of,
misappropriation of, or assertion of any right to or interest in a patent or Trade Seeret by any
Insured. Howsaver, this exclusion shall not apply to:

a. solely with respect to Insuring Agreements A-D, the actual or alleged theft of a third party’s
Trade Secret resulting fromi 2 Cyber Incident; provided, however, this exclusion shall still
nevertheless apply to any Costs, Damages or Claims Expenses on account of any Cyber
Incident or Claim for the economic or market value of Trade Secrets; or

b. solely with respect to Insuring Agreement E, any Clalm arising out of the actual or alleged
disclosure or theft of Protected Information resulting from a Network Security Failure.

F. Exclusion 16, ERISA or Securities Law Vialation is deleted and replaced with the following:

16, Securities Law Violation

alleging, based upon, arising out of or attributable to an Insured’s violation of the Securities Act of
1933, the Securities Exchange Act of 1934, the Investment Company Act of 1940, the Investinent
Advisors Act, or any other federal, state or local gsecurities law, and any amendments thereto or any
rulas or regelations promulgated thereunder, amendments thereof, or any similar federal, state or
comnon taw.

(. Thelast sentence of Exclusion 18. Unsolicited Communications is deleted and replaced with the following:

However, solely with respect to Insuring Agreement E, this exclusion shall not apply to a Claim resulting
from a Cyber Incident as defined under subparagraphs 1(a) or 1{¢) of such definition.

M. Exclusion 19. Unlawful {Jse or Collection of Protected Information is deleted and replaced with the
following:

19. Unlawful Use or Collection of Protected Information

alleging, based upon, arising out of or attributable to:
a. the unlawiul coliection or unlawful intentional vse of Protected Information; or
by the failure to provide adequate notice that Protected Information is being collected or used,
by an Insured, with knowledge of any Control Group Member at the time of the Incident.
I.  Exclusion 20. Intentional Failure to Disclose is deleted.
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3. Section VIL, RETENTION, is amended by deleting subsection B and replacing it with the following:
B. With respect to Insuring Agreement B, the Insurer will pay:

1. the actual Business Interruption Loss and Comtingent Business Intecruption Loss
incutred by an Insured:

a. once the applicable Waiting Period shown in Item 4B of the Declarations has expired; and
b. which is in excess of the applicable Retention amount shown in Item 4B of the Declarations;
and
2. Extra Expenses incurred by an Insured:
a. as of the start of the Interruption In Sexrvice; and
b. which are in excess of the applicable Retention amount showed in Item 4B of the Declarations,

The Waiting Period and Retention amounts shall be computed as of the start of the Interruption in
Service.

Any Business Interruption Loss, Contingent Business Interruption Loss, or Extra Expenses
incurred by an Insured during the Waiting Period shall reduce and may exbaust any applicable
Retention,

4. Section VIII, NOTICE, is amended at subsection B by adding the following at the end thereof:

If the Insured is unable to provide notification required under this Policy due a prohibition by any law
enforcement or governmental authority, the Imsured will use its best efforts to provide the Insurer with
information to make the Insurer aware of a potential or actnal Incident or Claim until written notice can
actually be provided. Notwithstanding the foregoing, there shall be no coverage for any such Incident or
Claim if the information withheld relating to such Incident or Claim was:

a. Dboth (i) known to the Insured prior to the Policy Inception Date set forth in Item 2 of the Declarations,
and {ii) not disclosed in the Application; or

b. not disclosed in writing to the Insurer within a reasonable time period after the prohibition on disclosing
the information was revoked or no longer necessary.

Section XV, TERMINATION OF THIS POLICY, is amended by deleting Paragraph A.2.
Section XXIIE, INTERPRETATION, is deleted.

o ;

All other terms and conditions of this Policy remain unchanged.
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Eduecational Institutions Endorsement

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

This endorsement modifies insurance provided under the following:

Chubb Cyber Enterprise Risk Management Policy
Chubb DigiTech® Enterprise Risk Management Policy

It is agreed that, Section IT, Definitions, is amended as follows:

1. The following definitions are added:

Educational Executive means an Executive of the Educational Institution or a Subsidiary.

Educational Institution means the institution of learning named in Item 1 of the Declarations.

Employee means any natural person whose services or labor is engaged and directed by, and who is
acting solely within the scope of his or her employment with, the Educational Institution, including
any:

1.

principal, assistant principal, chancellor, provast, dean, personnel director, risk manager, university
counsel, administrator, chaplain, guidance counselor, faculty member, student teacher, teaching
assistant, faculty aid, or any other full-time, part-time, seasonal, leased or temporary employee ot
volunteer; provided, however, that with respect to any volunteer, such person shall be considered an
“Employee” solely in the event that at the time of the Incident, he or she: (i) had already been
provided with the Educational Institution’s policies and procedures regarding the protection of
Protected Information; (i) was in full compliance with such policies and procedures; and (3)
there are no allegations that he or she was not in full compliance with any such policies and
procedures with respect to such Incident;

student of the Educational Institution while serving in a supervised internship program in
satisfaction of course requirements; or

independent contractors who are natural persons, but only with respect to:

a. services performed by the independent contractor on behalf of the Educational Institution or
Subsidiary thereof, and

h. those independent contractors whom the Educational Institution is reguired to indemnify
based upon written contract or indemnity agreement which was executed by both the
Educational Institution or Subsidiary and the independent contractor prior to the Incident
for which indemmnity is being sought.

Executive means any natural person who was, now is or shall become a duly elected or appointed
director, officer, trusiee, manager, in-house general counsel, governor, duly constitiied committee
member (or the functional equivalent of such positions).

Insured Educators means:

1.
2,

all persons who were, now are or shall be an Educational Executive,

all persons who were, now are or shall be lawfully elected or appointed members of the board of
education or board of regents of the Educational Institution;

Employees of the Educational Institution;

student teachers and volunteers while acting solely for or on behalf of, and at the written request and
under the direction of, the Educational Institution; provided however that with respect to any
volunteer, such person shall be considered an “Employee” solely in the event that at the time of the
Incident, he or she: (i) had already been provided with the Educational Institution’s policies and
procedures regarding the protection of Protected Information; (if) was in full compliance with
such policies and procedures; and (3) there are no allegations that he or she was not in full
comphiance with any such policies and procedures with respect to such Incident;
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5. commissions, boards, or other units, and members and Employees thereof, operated by and under
the jurisdiction of such Educational Institation and within an apportionment of the total
operating budget indicated in the application for this Policy;

6. elected or duly appointed Educational Executives and Employees of the Educational
Institution while acting at the written request of the Educational Institution in their capacity as
a duly appointed official of a governmentally-recognized outside tax exempt entity; or

7. elected or duly appointed Educational Executives and Employees of the Educational
Imstitution while acting at the written request of the Educational Institution and in their
capacity ag a director or officer of a Not-for-Profit Entity for their involvement in any Incident in
their respective capacities as a director or officer of such Not-for-Profit Entity, provided that:

a. the appointment of the elected or duly appointed official or Employee te such Not-for-Profit
Entity is based solely upon the person’s being an elected or duly appointed Edueational
Executive or Employce of the Educational Institution; and

b. such elected or duly appointed Educational Executive or Employee is directed in writing by
the Educationzl Institution to serve as a director or officer of such Not-for-Profit Entity
prior to beginning such service,

Coverage afforded under this Policy to the above Insured Educators applies only to the extent such
persons are acting solely in their capacities as legally authorized representatives, and solely within the
scope, of their employment with or representation of the Educational Institution.

+ Notfor-Profit Entity means a non-profit corporation, community chest, fund, foundation or other
entity that is not included in the definition of Educational Institution and that is exempt from federal
income tax as an organization described in Section 501(c)(3) of the Internal Revenue Code of 1986, as
amended.

2. Insured is deleted and replaced with the following:

+  Insured means the Educational Institution, Subsidiaries and any Insured Educators,
3. Named Insured iz deleted and replaced with the following:

»  Named Insored measns Educational Institution.
4. Control Group Member is deleted and replaced with the following:

+ Control Group Member means, as applicable, any superintendent, school board member, principal or
assistant principal of an Insured, or Educational Executive.

All other terms and conditions of this Policy remain unchanged.
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SIGNATURES
Named Insured Endarsement Number
Montoursville Area School Dislrict
Policy Symihol Policy Number Policy Periad Effective Date of Endorsement
CYB F16438650 001 Q1-14-2023 10 01-14-2024 01-14-20273
Tzaited By (Name of Tnsurance Company)
ACE American Insurance Company

THE ONLY COMPANY APPLICABLE TO THIS POLICY IS THE COMPANY NAMED ON THE FIRST
PAGE OF THE DECLARATIONS.

By signing and delivering the policy to you, we state that it is a valid contract.

INDEMNITY INSURANCE COMPANY OF NORTH AMERICA (A stock company)
BANKERS STANDARD INSURANCE COMPANY (A stock ecompany)
ACE AMERICAN INSURANCE COMPANY (A stock company)

ACE PROPERTY AND CASUALTY INSURANCE COMPANY (A stock company)
INSURANCE COMPANY OF NORTH AMERICA (A stock company)
PACIFIC EMPLOYERS INSURANCE COMPANY (A stock company)

ACE FIRE UNDERWRITERS INSURANCE COMPANY (A stock company)
WESTCHESTER FIRE INSURANCE COMPANY (A stock company)

436 Walnut Street, P.O. Box 1000, Philadelphia, Pennsylvania 19106-3703

W/ﬁ/wﬁé’ - -

JULIET SCHWEIDEL, Secretary JOHN J. LUPICA, President

Authorized Representative
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Amendatory Endorsement — Pennsylvania

THIS ENDORSEMENT CHANGES THE POLICY, PLEASE READ IT CAREFULLY
This endorsement modifies insurance provided under the following:
Chubb Cyber Enterprise Risk Management Policy
Chubb DigiTech® Enterprise Risk Management Policy

IF THERE IS ANY CONFLICT BETWEEN THE POLICY, OTHER ENDORSEMENTS TO THE POLICY AND
THIS ENDORSEMENT, THE TERMS PROVIDING THE BROADEST COVERAGE INSURABLE UNDER
APPLICABLE EAW SHALL PREVAIL.

It is agreed that:

1. Paragraph B. of Section V. EXTENDED REPORTING PERIOD is amended by replacing the term “thirty
(30)" with “sixty (60)",

2. Section VI. LIMITS OF INSURANCE is amended by adding the following to such section:

Notwithstanding anything to the contrary in the Policy or any endorsement, to the extent that
Pennsylvania applies, pre-judgment interest shall not be part of the applicable Limit of Insurance shown
in the Declarations, and shali not reduce such applicable Limit of Insurance.

3. The second sentence of Paragraph B. of Section XV, TERMINATION OF THIS POLICY is deleted and
replaced with the following:

Payment or tender of any unearned premiium by the Insurer shall not be 4 condition precedent to the
effectiveness of such termination, but such payrment shall be made (i) not later than thirty (30) days after
the effective date of termination, if this policy is terminated by the Named Insured; or {ii) not later than
ten (10) business days after the effective date of termination if this Policy is terminated by the Insurer.

4. Section XV. TERMINATION OF THIS POLICY is amended by adding the following to stch section:

Notice of cancellation by the Insurer will include the reagon for and the effective date of such
termination, and will be delivered or mailed, by first class or registered mail, to the Named Insured at
its last known address.

In the event of cancellation or nonrenewal by the Insured, the Named Insured will have the right to
request loss information under this Policy by submitting a written request to the Insurer within ten {10)

days after receipt of the notice or termination. The Insurer will provide the requested information
within thirty (30} days after receipt of the Named Insured’s wrillen request.

All other terms and conditions of this Policy remain unchanged.
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GENERAL AMENDATORY ENDORSEMENT
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

This endorsement modiftes insurance provided under the following;:

CHUBB CYBER ENTERPRISE RISK MANAGEMENT FOLICY
CHUBS DIGITECH® ENTERPRISE RISK MANAGEMENT POLICY

It is agreed that the Policy is amended as follows:
1. Section II, Definitions, is amended as follows:
a. The definition of Act of Cyber-Terrorism is deleied in its entirety.
b. The definition of $hared Computer System is deleted in its entirety and replaced with the following:

Shared Computer System means a Computer System, other than an Insured’s Computer
System, operated for the benefit of an Insured by a third party under written agreement or contract
with an Insured to provide data hosting, cloud services or computing, co-location, data back-up, data
storage, data processing, platforms-as-a-service, software-as-a-gervice, infrastructure-as-a-service, or any
similar type of outsourced computing services. However, Shared Computer System shall not include
Infrastructure,

c. The following definitions are added:
Indecent Content means words, phrases, postings, pictures, advertisements, or any other material that:
1. is sexually explicit and is in violation of a statute prohibiting such content;
2. is sexually explicit and posted without the consent of the natural person(s) depicted in the material;

3. encourages, facilitates, incites, or threatens abuse, molestation, or sexual exploitation, including
humian trafficking or human sex trafficking; or

4. encourages, facilitates, incites, or threatens physical violence, self-inflicted violence, or any other
related hiarm, including terrorism.

Infrastructure means any of the following operated or supplied by a third party:
1. electricity, gas, fuel, energy, water, telecommunications, or other utility;

2. Internet infrastructure, including any Domain Name System (DNS), Certificate Authority, or Internet
Service Provider (ISF);

3. satellite; or
4. financial transaction or payment process platform, including a securities exchange.
2. Section I, Exclusions, is amended as follows:
8. Subsection A, Exclusions Applicable To All Insuring Agreements, is amended as follows:
i.  Execlusion 8, Infragtructure Qutage, is deleted in its entirety and replaced with the following:
8. lnfrastructure

alleging, based upon, arising out of, or attributable to any failure, interruption, disturbance,
degradation, corruption, impairment, or outage of Infrastructure.

However, this exclusion shall not apply to Insuring Agreement T, if applicable, or any Limited
Impact Event.

ii. Exclusion g, War, i deleted in its entirety and replaced with the following:
9. War

alleging, based upon, arising out of, or attributable to:
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CHUBB

a. any Malicious Computer Act or any hostile event or act, or series of similar or related
cvents or acts (each a "Hostile Act”)}, committed or made, in whole or in part, by or on behalf
of a sovereign State or state-sponsored actor or group (each a “Belligerent™) that results in or
is cited as a reason in a formal declaration of war by the U.5. Congress or responsible
governmental body of any other sovereign State (each a “Governmental Authority™) agunst a
sovereign State;

b. any Malicious Computer Act commitied or made, in whole or in part, by or on behalf of a
Belligerent that results in the U.S. President or any Governmental Anthority ordering actions
that constitute the uge of force against a sovereign State;

¢. any Malicious Computer Act committed or made, in whole or in part, by or on behalf of a
Belligerent that results in or is cited as a reason in a resolution or other formal action by the
United Nations Security Council authorizing the use of foree or economic sanctions against a
sovereign State, or that results in the use of force by the North Atlantic Treaty Organization or
any other equivalent international intergovernmental military or political alliance, against a
sovereign State;

d. any Hostile Act or Malicious Computer Act committed by a Belligerent subsequent to any
Hostile Act or Malicious Computer Act described in paragraphs a-¢ immediately above,
which together with a Hostile Act or Malicious Computer Act described in paragraphs a-¢
immediately above, has as a common nexus any act, fact, circumstance, situation, event,
transaction, cause, or series of related acts, facts, circumstances, situations, events,
transactions, or causes; or

e. civil war, rebellion, revolution, or insurrection.

iii. The following exclusion is added:

Communications Decency

alleging, based upon, arising out of, or attributable to the failure of any Insured, or others for
whom an Insured is legally responsible, to preveni the publication or dissemination of
Indecent Content.

b, Subsection B, Exclusions Applicable To Specific Insuring Agreements, is amended as follows:

i, Exclusion 1, Force Majeure, is deleted in its entirety and replaced with the following:

1.

Force Majeure

solely with respect to Insuring Agreements B and C, alleging, based upon, arising out of, or
attributable to fire, smoke, explosion, lightning, wind, flood, earthquake, volcanic eruption,
electromagnetic pulse or radiation, tidal wave, landslide, hail, act of God (which does not include
acts by actors purporting to be God), nature, or any other physical event, however caused and
whether contributed to, made worse by, or in any way resulting from any such events. This
exclugion applies regardless of any other contributing or aggravating canse or event that
contributes concurrently with or in any sequence to the Costs, Damages, or Claims Expenses
on account of any Incident or any Claim.

ii, Exclusion 2, Governmental Anthority, is deleted in its entirety and replaced with the following:

2, Governmental Authority

solely with respect to Insuring Agreements B, €, and D, alleging, based upon, arising out of, or
attributable to any public or governmental authority, foreign enemy, military, or usurped power:

a.  seizing or confiscating an Insured’s Computer System, a Shared Computer System,
or an Insured’s Digital Data; or

b. mandating the restriction of operations, closure, or shutdown of (i) any entity or person
aperating a Computer System or (ii) any Computer System,;
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provided, however, this exclusion shall not apply to any such actions of a government directed
solely against the Insured’s Computer System in response to a Malicious Computer Act
also directed solely against such Insured’s Computer System.

iii. The following exclusion is added:

+ TFalse Claims Act

solely with respect to Insuring Agreements E and F, and T, as applicable, alleging, based upon,
ariging out of, or attributable to any actual or alleged violation by the Insured of the False Claims
Act (31 U.8.C. §§ 3729-3733), and amendments thereto or any rules or regulations promulgated
thereunder, amendments thereof, or any similar federal, state, or common law anywhere in the
world.

All other terms, conditions and limitations of this Policy shall remain unchanged.
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NEGLECTED SOFTWARE EXPLOIT ENDORSEMENT
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

This endorsement modifies insurance provided under the following:

CHUEBB CYBER ENTERPRISE RISK MANAGEMENT POLICY
CHUBR DIGITECH® ENTERPRISE RISK MANAGEMENT POLICY

1t is agreed that the Policy is amended as follows:

1. Item 4 of the Declarations is amended by adding the following:

o Period of Neglect - 7 ‘Coinsurance | " Limit of Insurance per Policy Period
0 - 45 days a% $1,000,000
46 ~ 90 days 5% $500,000
o1 — 180 days 10% $250,000
181 — 365 days 25% $#100,000
Longer than 365 days 50% $50,000

2. Section 11, Definitions, is amended by adding the following:

Neglected Software Exploit means a Cyber Incident involving the exploitation of a valnerability in
software, which as of the first known date of such exploitation:

1

such software has bean withdrawn, is no longer available, or is no longer supported by, or has reached
end-of-life or end-of-support status with, the vendor that developed it; or

such vulnerability has been listed as a Common Vulnerability and Exposure {CVE) in the National
Vulnerability Database operated by the National Institute of Standards and Technology; and for which a
patch, fix, or mitigation technique is available to the Insured, but has not been applied by such Insured,

for the applicable number of days shown as ranges in the Sub-Limited Coverage Extension for Neglected
Software Exploits set forth in Item 4 of the Declarations, as amended by this endorsement,

3. S8ection VI, Limits of Insurance, is amended by adding the following:

NEGLECTED SQFT'WARE EXPLOIT SUBLIMIT

Notwithstanding anything in this Policy to the contrary, solely with respect to Insuring Agreements A-E,
the Insurer’s maximum limit of insurance for Costs incurred in response to a Cyber Incident ansing
out of a Neglected Software Exploit shall be the applicable Neglected Software Exploit Sublimit
shown in Item 4 of the Declarations, as amended by this endorsement.

The Neglected Software Exploit Sublimit shall be part of and not in addition to: 1. the applicable
limits of ingurance shown in Items 4A-F of the Declarations; 2. the Maximum Single Limit of Insurance
get forth in Ttem 34 of the Declarations; and 5. the Maximum Policy Aggregate Limit of Insurance set
forth in Item 48 of the Declarations.

4. Section VII, Retention, is amended by adding the following:

NEGLECTED SOFTWARE EXPLOIT COINSURANCE

Notwithstanding anything in this Policy to the contrary, solely with respect to a Cyber Incident
covered under Insuring Agreements A-E that arises out of a Neglected Software Exploit, and after
satisfaction of any applicable Retention amount, the Insureds shall bear uninsured and at their own risk
the percentage of all Costs set forth in the Neglected Software Exploit Coinsurance shown in Item 4
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of the Declarations, as amended by this endorsement, and applied to Insuring Agreements A-E,
combined. Payments of any Costs by an Insured under the Negleeted Software Exploit Coinsurance
percentage shall not rednee the Limits of Insurance applicable to Insuring Agreements A-E, including the
Neglected Software Exploit Sublimit, or the Maximum Policy Limits of Insurance. Only the portion of
any such Costs paid by the Insurer shall reduce the foregoing limits of insurance.

All other terms, conditions and limitations of this Policy shall remain unchanged.

PE-3336015 (10/21) Pagez of 2



CHLUEBEBR

RANSOMWARE ENCOUNTER SUBLIMIT, RETENTION, AND COINSURANCE
ENDORSEMENT

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ [T CAREFULLY.

This endorsement modifies insurance provided under the following:

CHUBB CYBER ENTERPRISE RISK MANAGEMENT POLICY
CHUBR DIGITECH® ENTERPRISE RISK MANAGEMENT POLICY

H is agreed thal the Policy is amended as follows:

1.

2.

3.

4.

PlF-g33680 (10/21)

Item 4 of the Declarations is amended by adding the following:

Ransomware $1,000,000 Each Cyber Incident and in the
Encounter Aggregate for all Cyber Incidents
Sublimit

Ransomware $25,000 Each Cyber Incident
Incounter

Retention

Ransomware Coinsurance Percentage:
Encounter 0%

Coinsurance:

Section II, Definitions, is arnended by adding the following:

+  Ransomware Encounter means a Cyber Incident involving malicious software which is designed to
block access to a Computer System or Digital Data, or alter, corrupt, damage, manipulate,
misappropriate, encrypt, delete, or destroy Digital Data, in order to extort a ransom payment from the

Insured in exchange for restoring access to or decrypting such Computer Systern or Digital Data.

Further, Ransomware Encounter shall also include any credible threat, or series of credible threats, to
release, divulge, disseminate, or use Protected Information, or confidential corporate information of

an Insured, that has been exfiltrated as part of an event described in the paragraph immediately above.
Section VI, Lumits of Insurance, is amended by adding the following:
»  RANSOMWARE ENCOUNTER SUBLIMIT

Notwithstanding anything in this Policy to the contrary, solely with respect to Insuring Agreements A-E,
the Insurer’s maximum limit of insurance for all Costs incurred in response to a Cyber Incident
ariging out of a Ransomware Encounter shall be the Ransomware Encounter Sublimit shown in

Item 4 of the Declarations, as amended by this endorsement.

The Ransomware Encounter Sublimit shall be part of and not in addition to: 1. the applicable limits of
insurance shown in Items 4A-E of the Declarations; 2. the Maximum Single Limit of Insurance set forth in
Item 3A of the Declarations; and 3. the Maximurn Policy Aggregate Limit of Insurance set forth in Item 3B

of the Declarations.
Section VII, Retention, is amended by adding the following:
+  RANSOMWARE ENCOUNTER RETENTION

Notwithstanding anything in this Policy to the contrary, solely with respect to a Cyber Incident
covered under Insuring Agreements A-E that arises out of 2 Ransomware Encounter, the liability of
the Insurer shall apply only to that part of Costs which is in excess of the Ransomware Encounter
Retention amount shown in Item 4 of the Declarations, as amended by this endorsement. Such Retention

shall be borne uninsured by the Named Insured and at the risk of all Insureds.
= RANSOMWARE ENCOUNTER COINSURANCE
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Notwithstanding anything in this Policy to the contrary, solely with respect to a Cyber Incident
covered under Insuring Agreements A-E that arises out of a Ransomware Encounter, and after
satisfaction of any applicable Retention arnount, the Insureds shall bear uninsured and at their own risk
the percentage of all Costs set forth in the Ransomware Encounter Coinsurance shown in Hem 4 of
the Declarations, as amended by this endorsement, and applied 1o Insuring Agreements A-E, combined.
Payments of any Costs by an Insured under the Ransomware Encounter Coinsurance percentage
ghall not reduce the Limits of Insurance applicable to Insuring Agreements A-E, including the
Ransomwiare Encounter Sublimit, or the Maximum Policy Limits of Insurance. Only the portion of
any such Costs paid by the Insurer shall reduce the foregoing limits of insurance.

5. Section VIII, Notice, is amended by adding the following subsection:

+  Notwithstanding anything in this Policy to the contrary, 2 Ransomware Encounter shall also be reported
ta law enforcement by or on behalf of an Insured.

All other terms, conditions and limitations of this Policy shall remain unchanged.
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WIDESPREAD EVENT ENDORSEMENT
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

This endorsement modifies insurance provided under the following:

CHUBE CYBER ENTERPRISE RISK MANAGEMENT POLICY
CHUBB DIGITECH® ENTERPRISE RISK MANAGEMENT POLICY

It is agreed thal the Policy is amended as follows:

1.

Item 4 of the Declarations is amended by adding the following:

Type of Widespread Event * Coinsurance

Widespread Severe Known $25,000 0% $1,000,0600

Vulnerability Exploit

Widespread Software Supply $25,000 0% $1,000,000
Chain Exploit

Widespread Severe Zero Day $25,000 0% $1,000,000
Exploit

All Other Widespread Events 425,600 0% $1,000,000

2. Section I, Insuring Agreements, is amended by adding the following at the beginning of such section:

All Cyber Incidents will be categorized as either 2 Limited Impact Event or Widespread Event,
Coverage for any Limited Irnpact Event is afforded pursuant to those Insuring Agreements purchased, as
shown in ltems 4A-E of the Declarations; provided however that coverage for any Widespread Event shall
apply as set forth in the “Definitions Pertaining To Limited Impact Events and Widespread Events”
Subsection of Section I, as shown in paragraph 3 of this endorsement, and is subject to the applicable
Retention, Coinsurance, and Limits of Insurance shown in the “Sub-Limited Coverage Extensions for
Widespread Events” section of Item 4 of the Declarations, as amended by this endorsement. However, per
Sectton V1, as amended by this endorsement, the terms set forth in the “Sub-Limited Coverage Extensions for
Widespread Events” section of Ttem 4 of the Declarations shall only serve to reduce, and thus never
increase, the Limits of Insurance set forth in Items 3 and 4A-E of the Declarations.

3. Section fI, Definitions, is amended by adding the following subsection:

« DEFINITIONS PERTAINING TO LIMITED IMPACT EVENTS AND WIDESPREAD EVENTS

1. All Cyber Incidents willi be categorized as either a Limited Impact Event or Widespread
Ewvent, which are defined as follows:

Limited Impact Event means a Cylber Incident that does not arise from a Widespread
Trigger.

Widespread Event means a Cyber Incident arising from a Widespread Trigger.
Widespread Trigger means:

1. asingle act or interdependent series of acts committed by an actor or coordinated actors who are
outside of the Organization; or
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2. a single error, omission, or failure, or interdependent series of errors, omissions, or failures, of a
person or Computer System which is outside of the Organization,

which constitutes or causes both a Cyber Incident and an incident within a Computer System of
any person or entity outside of the Limited Impact Group.

However, Widespread Trigger shall not include an act or interdependent series of acts which
requires subsequent intervening deceitful manipulation of the actions of an Authorized User in
order to constitute or cause the Cyber Incident.

2. The following are additional definitions relevant to a Limited Impact Event or Widespread
Event:

All Other Widespread Events means a Widespread Event not arising from a Widespread
Severe Known Vulnerability Exploit, Widespread Software Supply Chain Exploit, or
Widespread Severe Zero Day Exploit.

Authorized User means any individual authorized by an Organization to access an Insured’s
Computer System or Shared Computer System.

Breach Disclosure Incident means a Cyber Imcident, as defined in paragraph 1b. of such
definition, followed by written notification by the Insured to those natural persons whose Protected
Information was wrongfully disclosed or otherwise compromised as a result of such Cyber Incident,
but only if such notification by the Insured was:

1. required to comply with Privacy or Cyber Laws; or

2. made with the Insurer’s prior consent.

Custodian Breach means any unlawful or unauthorized access, exposure, disclosure, loss,
alteration, or destruction of Protected Information, or data breach as otherwise defined in
Privacy or Cyber Laws, within a Computer System operated by a third party data custodian
under written agreement or contract with an Insured,

Limited Impact Group means, collectively:
1. any Imsured under this Policy, except Additional Insureds;

2. any person or entity, including any Additional Imsured, which has a direct business
relationship with an Organization (a “Relationship”), and:

a. is consequently affected by the Cyber Imcident due solely to such Relationship; or
b. through which a Cyber Incident consequently arises due solely to such Relationship;

3. any other person or entity which is consequently affected by the Cyber Incident duc solely to a
direct or indirect business relationship with a person or entity described in sub-paragraph 2.a.
immediately above; and

4. solely with reapect to Insuring Agreements A and E, any “fmpacted Party,” meaning any person or
entity, which has a direct business relationship with a third party data custodian, and where such
data custodian experiences a Custodian Breach, provided that:

a. such Custodian Breach resulis in:
i aBreach Disclosure Incident; and

il. such Impacted Pacty to incur similar notification expenses in order to comply with
Privacy or Cyber Laws; and

b. the act, ervor, omission, or failure, or interdependent series of acts, errors, omissions, or
failvres that constitutes or causes such Custodian Breach does not also cause additional
data breaches of other third parties beyond any Impacted Party.

Widespread Severe Known Vulnerability Exploit means a Widespread Trigger involving
the exploitation of a vulnerability in software, which as of the first known date of such exploitation is:
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1. listed as a Common Vulnerability and Exposure (CVE) in the National Vulnerability Database
operated by the National Inatitute of Standards and Technology; and

2. assigned a Base Score or Overall Score of 8.0 or greater according to the Common Vulnerability
Scaring Syslem (CVES} version 2.0 or later.

Widespread Severe Zero Day Exploit means a Widespread Trigger involving the exploitation
of a vulnerability in software, other than a1 Widespread Severe Known Vulnerability Exploit,
which within 45 days of an associated Cyber Incident being reported to the Insurer:

1, becomes hsted as a Common Vulnerability and Exposure (CVE) in the National Vulnerability
Database operated by the National Institute of Standards and Technology; and

i

i5 assigned 4 Base Score or Overall Score of 8.0 or greater according to the Comunon Vulnerability
Scoring Systein (CV38) veraion 2.0 or later,

Widespread Software Supply Chain Exploit means a Widespread Trigger involving the
introduction of malware, a backdoor, or other vulnerabilities into an Insured’s Computer System
or Shared Computer System, via malicious insertion of source code into software which is:

1. distributed to multiple custorners of the software developer;
2. not custom-~developed specifically for any single customer, including an Insured; and
3. designated as trusted by a digital certificate, such as a Software Publisher Certificate (SPC).

4. Section VI, Limits of Insurance, is amended by adding the following:
» LIMITS OF INSURANCE FOR LIMITED IMPACT EVENTS AND WIDESPREAD EVENTS
With respect to coverage afforded under Insuring Agreements A-E, and subject to this Section VI:

1.

4.

The Insurer’s maximum limit of insurance for each Cyber Incident and all Cyber Incidents in
the aggregate which constitiite a Limited Impact Event under Insuring Agreements A, B, C, D, or
E, shall be the applicable limits of insurance for such Insuring Agreement shown in Item 4 of the
Declarations.

The Insurer's maximwm limit of insurance for each Cyber Incident and all Cyber Incidents in
the aggregate which constitute a Widespread Event shall be the applicable Widespread Event
Limit of Insurance shown in ltem 4 of the Declarations, as amended by this endorsement.

The Widespread Event Limits of Insurance shall be part of, and not in addition to, the applicable
Limit of Insurance shown in Items 4A-F of the Declarations, and shall never serve to inerease such
Limits of Insurance, or add coverage under any Insuring Agreement for which no Limit of Insurance
is provided.

The Widespread Event Limits of Insurance shall be part of, and not in addition to, the Maximum
Policy Limit of Insurance shown in Item 3 of the Declarations.

5. Section VI, Retention, is amended as follows:

a. The title of this section is amended by deleting the term “Retention” and replacing it with the phrase
“Retention and Coinsurance”.

b. The following subsection is added:

-

COINSURANCE

With respect to any Sub-Limited Coverage Extension for Widespread Events for which a
Coinsurance percentage is shown in Item 4 of the Declarations, as amended by this endorsement,
after gatisfaction of any applicable Retention amount, the Insureds shall bear uninsured and at their
own rigk the applicable percentage of all Costs, Damages, and Claims Expenses set forth in the
Coinsurance shown in Item 4 of the Declarations (“Insured’s Coinsurance™), and the Insurer’s
liability for Costs, Damages, and Claims Expenses under such Insuring Agreement shall apply
only to the remaining percent of such Costs, Damages, and Claims Expenses. Payments of any
Costs, Damages, or Claims Expenses by an Insured under the Insured’s Coinsurance
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percentage shall not reduce the applicable Limits of Insurance or the Maximum Policy Limit of
Insurance, Only the portion of any such Costs, Damages, or Claims Expenses paid by the
Insurer shall reduce the foregoing limits of insurance. If Coinsurance applies to more than one type
of Widespread Event, the lowest applicable limit of insurance shall apply for purposes of
Coinsurance.

6. Section X, Proof of Loss For First Party Insuring Agreernents, is deleted in its entirety and replaced with the
following:

X. DUTIES IN THE EVENT OF A CYBER INCIDENT

In the event of a Cyber Incident, the Insureds shall take every reasonable step to mitigate loss,
continue operations, preserve any contractual rights or rernedies, and protect and preserve any property,
Computer Systems, logs, hooks and records, reports or evidence {collectively, “Elements of Proof™),
which may be reasonably necessary for examination in the adjustment of any Cyber Incident. To the
extent that the Insureds ineur expenses to protect and preserve any Elements of Proof, such expenses
shall be covered under the definition of Cyber Incident Response Expenses with Insurer’s prior
consent.
A, PROOQF OF LOSS
1. The Imsured shall, upon request, render a sworn Proof of Loss to the Insurer outlining full
particulars of any Cyber Incident as soon as practicable after such Cyber Incident is reported
to the Insurer pursuant to Section VIII, Notice, If requested, such Proof of Loss shall include the
written reports of any service providers who participated in the investigation or response to such
Cyber Incident, including the Cyber Incident Response Team or any Non-Panel
Responsc Provider, or any written reports or correspondence 1o or from any law enfarcement,
gavernmental authority or agency, industry regulatory body, or similar entity.

2. The Proof of Loss shall provide full details of any amounts requested for reimbursement or
payment, and shall detail how such amounts were caleulated, what assumptions have been made,
and any relevant documentary evidence that subslantiates the Proof of Loss.

3. The Insureds shall cooperate with, and provide any additional information reasonably requested
by the Insurer in its investigation of any Cyber Incident, and shall permit and facilitate the
Insurer’s investigation and audit of any Elements of Proof relevant to the adjustment of any
Cyber Incident, including any information requests from third party service providers on hehalf
of the Insurer.

4. In no event ghall the Insured be obligated to provide information specifically subject o a
Written Gag Order to the Insurer, while such Written Gag Order is in full force and effect.
However, such information may be requested by the Insurer as part of the Praof of Loss, as soon
as such Written Gag Order is no longer in full force or effect.

B. RIGHT TO INSPECT

The Insurer or a third party acting on behalf of the Insurer shall be permitted but not obligated to
inspect, assess, and audit the Insured’s Elements of Proof relevant to the adjustment of any Cyber
Incident, provided this right to inspect shall not constitute any undertaking on behalf of, or 1o
benefit, any Imsured. Any additional expense related to such inspection shall be borne by the
Insurer and will not erode any Limits of Insurance under this Policy.

C. ADJUSTMENT AND LOSS PAYMENT

1. The Insurer may rely on the Proof of Loss, Elements of Proof, and any independent evidence in
determining  whether any Cyber Incident constitutes aLimited Impact
Event or Widespread Event. Such independenl evidence may include information in the
public domain or non-public information gathered in the Insurer’s investigation, including any
reports from relevant third parties, such as government agencies, computer service providers, or
computer forensic firms, that detail or discuss the Cyber Incident, including its cause and
scope. Any expense incurred to obtain any such independent evidence shall be borne by the
Insurer and will not erode any Limits of Insurance under this Policy,
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2. Cyber Incident Response Expenses shall be covered under Insuring Agreement A under the
Limit of Insurance applicable to a Limited Impact Event, up until the earlier point in time
that:

a. the Insured obtaing, or reasomahly should have obtained, facts or evidence that would
reasonably indicate that the Cyber Incident is a Widespread Event; or

b. the Insurer actually determines a Cyber Incident to be a Widespread Event based upon
Proof of Loss, Elements of Proof, or any independent evidence.

After such point in time, further Cyber Incident Response Expenses incurred shall be
covered under Insuring Agreement A under the Limit of Insurance applicable to 2 Widespread
Event.

3. I the Insurer determines that it is impossible or impracticable to reach a determination of
whether a Cyber Incident constitutes a Limited Impact Event or Widespread Event, the
Insurer may at any time, in its sole discretion, deem such Cyber Incident to be a Limited
Impact Event, and adjust the Cyber Incident accordingly.

4. With respect to Insuring Agreement B, the Imsurer may rely on the Proof of Loss and any
independent evidence, including the trends and circumstances which affect the profitability of the
business and would have affected the profitability of the business had the Cyber Incident not
occurred, all material changes in market conditions or adjustment expenses which would affect
the net profit generated, and potential income derived from substitute methods, in determining
coverage for any Business Interruption Loss, Contingent Business Interruption Loss,
and Castomer Attrition Loss, if such coverage has been purchased. However, the Insurer's
adjustiment will not include the Insured’s inerease in income that would likely have been earned
as a result of an increase in the volume of business due to favorable business conditions caused by
the impact of a Malicions Computer Act or Non-Malicious Computer Related Aet on
others.

5. The Insurer will pay for covered Costs after receipt of the complete Proof of Loss, provided the
Insured has complied with all the terms of this Poltey, and the Insarer and the Insureds
have agreed on the amounts due for reimbursement. So long as any relevant information is
subject to a Written Gag Order, the adjustment of any such Cyber Incident shall be suspended,
and the Proof of Loss shall be considered incomplete during thig time,

6. If the Insurer and the Insureds fail to agree on the amount of covered Costs, Damages, and
Claims Expenses under this Policy, the Insurer may issue partial payment of any undisputed
amounts, and the provisions set forth in Section XXI1, Alternative Dispute Resolution, shall apply
with regpect to any disputed amounts.

D. In the event that the Imsured chooses not to provide a Proof of Loss or Elements of Proof to the
Insurer in order for the Insurer to determine whether a Cyber Incident constitutes a Limited
Impact Event or Widespread Event, the Insured and the Insurer agree that such Cyber
Incident shall be considered a Widespread Event for purposes of coverage under this Policy. For
purposes of this Subsection D, the Insured’s failure to provide a Proof of Loss or Elements of Proof
shall not be considered a violation of such Insured’s duties under this Policy.

All other terms, conditions and limitations of this Policy shall remain unchanged.
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COORDINATION OF COINSURANCE, RETENTION, AND LIMITS OF INSURANCE
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY,

This endorsement modifies insurance provided under the following:

CHUBE CYBER ENTERPRISE RISK MANAGEMENT POLICY
CHUBB DIGITECH® ENTERPRISE RISK MANAGEMENT POLICY
CHUBB PROFESSIONAL ENTERPRISE RISK MANAGEMENT FOLICY

It is agreed that the following Section, is added to the Policy:
«  COORDINATION OF COINSURANCE, RETENTION, AND LIMITS OF INSURANCE
Notwithstanding anything in the Policy to the contrary, if a Widespread Event, Neglected Software
Exploit, Ransomware Encounter, or Non-Malicious Computer Related Act is covered under
more than one Insuring Agreement or Coverage Extension, only the single lowest applicable limit of
insurance shall apply with respect to such Widespread Event, Neglected Sofiware Exploit,

Ransomware Encounter, or Non-Malicious Computer Related Aet and the coinsurance and
retention applicable to such limit shall also apply.

All other terins, conditions and limitations of this Policy shall remain unchanged.
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ter dance, All girls who attend Lyler or the Vafley, grades K through 4th grade, are

invited. This event is The Arrowhead's most lucrativa fundralser. My staff will need to begin set up for ihe dance at
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C.E. McCall Middie School SKI CLUB Constitution

Preamble
We the members of the Ski Club, to provide as an integral part of the instructional

program additional opportunities for middle schaol students to develop skills that
promote winter activity and involvement in a life-long sport {o enjoy alone or with others
do ordain and establish this constitution.

Article |
Name
The name of this organization will be the McCall Ski Chub.,

Articie lI
Officers
Section 1: The officers of the Ski Club will consist of a President, and a Treasurer.
The term of each office will be one year. The President of the Ski Club
must be a returning member of the organization.

Section 2: The Treasurer, of the Ski Club shall only be required to be a member of
the McCall Student body.

Section 3: An Officer's duties shall be those duties pertaining to his or her respective
office.

Article It
Powers and Duties
Section 1: The President of the ski club will:
a. Preside at all meetings of Ski club.
b. Vote only in case of a tie. ‘
c. Appoint all committees and serve as a member of these commitiees.
d. Uphold and interpret the Constitution to the members,
e. Prepare an agenda for all meetings.

Section 2: The Treasurer of Ski Club wilk:

a. Receive and give the activity fund custodian school treasurer all money
due will authorize the activity fund custodian to issue checks for
payment from the Ski Club account with the approval of the Ski Club
membership.

b. Keep a detailed account of all transactions.

¢. Account in full for all money whenever Ski Club membership may ask
and will also keep a clear and correct record of Ski Club finances,
which will be read at each meeting.

d. AHend all Ski Club meetings.



Article IV

SKI CLUB Members

Section 1:

Section 2:

Section 3:

McCall Ski Club will consist of members who are enrolled in the
Montoursville Area High School and Middie School.

McCall Ski Club will consist of at least one faculty member who will serve
as an advisor. Advisors will not be voting members of the organization.
Advisors will be approved by the building Principal and Board of
Education. Once advisor, the person will remain the advisor until he or
she resigns.

The president may appoint any high school student to serve on a
committee.

Article VI

Duties of McCall Ski Club Members

Section 1:

Each Ski Club member will participate in all meetings that they are able to
attend.

Article Vil

Removal from Office

Section 1:

Section 2:

Any officer of McCall Ski club may be removed from office for repeated
failure to attend meetings, for failure to fulfill their duties, or for any other
actions, which are detrimental to the welfare and best interest of the
school, The President and advisor will decide if an officer or member
should be removed from Ski Club.

If any officer of McCall Ski Club resigns or is removed from office, another
person may be appointed by the President and/or advisor/s to fill his or her
place. In case of a vacancy in the Presidency, the Treasurer will become
President.

Article VIII

Amendments

Section 1:

Section 2:

Section 3:

Whenever two-thirds of the voting members present at a meeting may
deem necessary, a committee will be appointed by the President o review
the Constitution and make proposed amendments.

The proposed amendments will be presented to the McCall Ski Club
Advisor(s) for discussion.

At the next meeting, the amendments will be presented again for
discussion. The amendment will be adopted by two-thirds vote of the
members present.



Section 4: If the constitution has remained unchanged or has not been reviewed for
10 years, the membaership of Ski Club may vote to rewrite the entire
constitution without having to proceed through the amendment process.
Should this occur, all articles and sections must be approved by a simple
majority of the voting members present at a meeting of Ski Club and by
the principal of the school.

Ratification

This constitution of McCall Ski Club was adopted by the affirmative vote of a simple
majority of the Ski Club membership presentthis _ day of
It shall remain in place until such time it shall be revised in accordance with the art!cles
of this constitution.

JessicaBreonw  11/3/2022

Mrs.Jessica Breon, Advisor

President Treasurer

Mr. Curtis Myers, Principal



Paige
Trottier

Interpreting -
Terms of Service Agreement

Rate

$40.00/Hour
**Jobs lasting less than 2 hours will be charged at a two

hour minimum

Fees

« Cancellation/No show
-Cancellations are to be made no less than one full business
day prior to contracted time. Any cancellations made less than
one business day prior will be billed in full. This includes any
cancellations due fo inclement weather, excluding county-wide
reported weather emergencies.
-if a client, hearing or deaf does not show up for the
contracted time, the interpreter will wait 30 minutes for any
requests over 2 hours and 16 minutes for any requests
under 2 hours. Payment is expected in full.
-If interpreter is unable to continue with service for
requested job, the interpreter will provide prompt notice of
iliness/emergency, there will be no charge.

* Qverage
-Any job that exceeds the contracted time wili be charged
$10.00 per 15 minute increment over time.
-The interpreter reserves the right to stop services at the
end of the contracted time.



» Emergency
-If services are requested with less than 24 hour notice, the

emergency rate of $50.00/hour will be charged.

* Travel
~Any job focation 30 minutes or more from Williamsport, PA will

be billed at $40.00/hour per hour of driving.

Payment

» Payment is due 30 days from the date of invoice.

« Invoices will be sent via email attachment on the Friday following
the assignment.

* Any outstanding payments past net 30 incur a 5% late fee.

* Remit payments to: Paige Trottier
231 Eldred St
Williamsport, PA 17701

Service Policies

* . Team Interpreting
-For any job exceeding 1.5 hours a team interpreter must be
provided, unless otherwise negotiated prior to the contracted
time. in the event that a team is required for a job not
exceeading 1.5 hours in length, the interpreter reserves the
right to negotiate the need for a team interpreter. If a team is
expected and/or necessary and is not provided, the interpreter
reserves the right to work half the scheduled time without a
team fo prevent any injury.
-A normal school day does not require a team interpreter

Request Protocol
*Requests should be made as soon as you are aware the interpreting
services will be needed, including weeks or months in advance.
*Requests may be made by email

paigetrotiierinterpreting@gamail.com
*Please provide the follow information at the time of your

request:

-Company name and address



-Lontract intarmatton of service requester
-Names of clients both hearing and deaf
-Job date and time

-Job address

-Any necessary parking or entry instructions

*The interpreter adheres to the Registry of Interpreters for the Deaf,
Code of Professional Conduct that requires that all information remain
confidential.

Signature/Date

+ The Parties hereby agree to the terms and conditions set forth in
this agreement, such is demonstrated by the signatures below:

Service Provider Print name Date

Company/Agency Print name Date



MONTOURSVILLE AREA SCHOOL DISTRICT
2023-2024 Real Estate Tax Increase Resolution

WHEREAS, on June 27, 2006, the Pennsylvania legislature passed Act 1 of Special
Session 2006, entitled the “Taxpayer Relief Act” (hereinafter “Act 1");

WHEREAS, Act 1 requires school districts to limit tax increases fo the level set by an
inflation index unless the tax increase is approved by voters in a referendum or the
school district obtains from the Pennsylvania Department of Education or a court of
common pleas certain referendum exceptions;

WHEREAS, Act 1 does, however, allow a board of school directors to elect to adopt a
resolution indicating that it will not raise the rate of any tax for the support of the public
schools for the following fiscal year by more than its index, provided this resolution must
be adopted no later than 110 days prior to the date of the election immediately
preceding the upcoming fiscal year;

WHEREAS, the Montoursville Area School District index for the 2023-2024 fiscal year is
5.3%;

WHEREAS, the Montoursville Area School District Board of School Directors has made
the decision that it shall not raise the rate of any tax for the support of the Montoursville
Area School District for the 2023-2024 fiscal year by more than its index.

AND NOW, THEREFORE, BE IT RESOLVED by the Montoursville Area School District
(hereinafier “District”) Board of School Directors (hereinafter “Board”) the following:

1. The Board certifies that it will not increase any school district tax for the 2023-
2024 school year at a rate that exceeds the index as calculated by the
Pennsylvania Depantment of Education.

2. The Board certifies that it will comply with the procedures set forth in Section
687, of the Pennsylvania Public School Code (hereinafter “School Code"), 24
P.5. §6-687, for the adoption of its proposed and final budget.

3. The Board certifies that increasing any tax at a rate less than or equal to the
index will be sufficient to balance its final budget of the 2023-2024 fiscal year.

4. The Administration of the District will submit the District's information on a
proposed increase in the rate of a tax levied for the support of the District to the
Pennsylvania Department of Education on the uniform form prepared by the
Pennsylvania Department of Education no later than five days after the Board's
adoption of this Resolution.



5. The Administration of the District will send a copy of this Resolution to the
Pennsylvania Department of Education no later than five days after the Board's
adoption of this Resolution.

6. The Board understands and agrees that by passing this Resolution it is not
eligible to seek referendum exceptions under Section 333(f) of Act 1 and is not
eligible to request approval from the voters through a referendum to increase a
tax rate by more than the index as established for the 2023-2024 fiscal year,

7. Once this Resolution is passed, the Administration of the District is not required
to comply with the preliminary budget requirements set forth in paragraphs (a)
and (c) of Section 311 of Act 1, Provided, however:

(a)  The Board understands and agrees that, upon receipt of the information
submitted by the District as set forth in paragraphs 4 and 5 above, the
Pennsylvania Department of Education shall compare the District's
proposed percentage increase in the rate of the tax with the index,

(b)  Within ten days of the receipt of this information, the Pennsylvania
Depariment of Education shall inform the District whether its proposed tax
rate increase is less than or equal to the index.

(c) If the Pennsylvania Department of Education determines that the District's
proposed increase in the rate of the District's tax exceeds the index, the
District is subject fo the preliminary budget requirements as set forth in
paragraph (a) and (c) of Section 311 of Act 1.

ADOFTED, by the Montoursville Area School District Board of School Directors, this 6th
day of December, 2022.

ATTEST: Montoursville Area School District

Brandy N. Smith, Secretary David Shimmel, President
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MONTOURSVILLE AREA SCHOOQL DISTRICT
50 North Arch Street,
Montoursvitle, Pennsylvania 17754-1900

Christina Bason Mrs. Brandy N, Smith
Bistrict Superintendent Business Manager/Board Seeretary
(3707 368-2491 ext. 6100 (570) 368-2491 ext, 6200

Special Education
School Board Report
December 2022

¢ Extended School Year — The IU will be hosting the Tixtended School Year Program at
Schick Elementary School for the summer 2023. Due to their construction project at
Schick Elementary School and the delayed start of the school year in the Loyalsock
Township School District. The IU has not established a timeframe for the program.
They are hoping to be able to share that information at the Coordinators Meeting in
January.

e Highly Qualified Paraprofessional Training — Special education paraprofessionals
must ineet Pennsylvania's regulatory requirements contained in 22 Pa. Code §14.105,
which include one of the following:

» Have completed at least two years of postsecondary study.

= Possess an associate degree or higher.

» Meet arigorous standard of quality as demonstrated through a state or local
assessment.

On November 8, five of our newly hired Paraprofessionals attended the Highly
Qualified Training at the IU. We have two of our Paraprofessionals that will be
attending the same training offered on January 10.

» December 1 Count Update - This collection is the number of children with disabilities
with a valid Individualized Education Program (IEP) as of December 1 of this school
year. The data collection is required by the Individuals with Disabilitics Education Act
(IDEA), Section 618, At this time, the Montoursville Area School District currently
provides services to 299 wdentified students. In addition, the Montoursviile Area School
District provides gifted services to 37 students and has 35 students with a 504 Service
Agreement. Thank you to Mrs. Gina Uvari for maintaining accurate student records
and efficiently submitting the December 1 Child Count.

Respectfully submitted,

Timothy Hanner
Supervisor of Special Education



TO; Montoursville Area School District Board of Directors
FROM: Darrin Feerrar
RE: Deccember 2022- School Board Report for Lyter Elementary

» Fall & Winter Decorations-
The inside and the outside of the school s once again looking fantastic! This is due to the
effort of our P.T.0. volunteers. The Lyter PTO takes great pride in helping make our schaols
festive forthe seasons and holidays of the year (even during a very different year when we
cannot have cur voluntears into the building}. Thank you to all of these special parent
voluntears,

» Food Donation Drive- In Novermber aur Lyter schoal community collected over 2,100 food
itams to donate to the Harvest of Hope Food Pantry/Backpack Program. What a generous
act of kindness and thoughtfulness to support those in need of food security in our own
community. Thank you!

» Thank you to Cornegie Science institute for the fall assembly program at each elementary
school. The educational assembly program was presented to show the students that
learning is fun! Students learned about the sclence of the sport of hackey. Thank you to the
PTO of each school for providing the educational program for the students.

» The 4th Grade Cherus will present their annual winter holiday concert on Monday,
December 3% in the High School Auditorium at 7:00 PM.

» lyter Geographic Geo Bee - In January the 4t graders will once again participate in the
school's Geography Bee competition. National Geographic stopped conducting its annual
National Geographic Bee in 2019. Lyter, however, will be conducting our own schoaol-levei
Geographic Bee to crown aur own school champion for 2022-2023,

e A GIVING COMMUNITY
Every holiday season, we have numerous families and individuals donate food items,
clothing, and gift cards to local families in need. For the Christmas season, a number of
children will be provided with clothing, toys, and schood supplies from various "elves” in our
local community. We are blessed.

» DecemberHoliday Traditions- Teachers and students will celebrate the December holidays
and traditions throughoutthe month. The Lyter and LV PTO are working on a special event
for December 18, Familles will be provided an epportunity to take photos for the holiday
season,. with lve reindeer from a local farm. Happy Holidays!



MONTOURSVILLE AREA SCHOQIL DISTRICT

Loyalsock Valley Elementary School

3790 Route 87 Highway, Montoursville, Pennsylvania 177541900
570-435-0446 570.435-3214 (FAX)

TO: Montoursville Area School District Sehool Board
FROM: Tyler Blaise, Principal
DATE: November 2022

As we close out November and head into the heart of the holiday season, here is a look at
some things that took place at The Valley since our last meeting and things that are
happening in the future.

On Thursday, December 1%, We had Mr, Greg Price from the Carnegie
Science Center out of Pittsburgh put on an assembly for all of our students
about “The Science of Hockey.” Special Thanks for Mr, Feerrar for doing all
the ground work and booking the show for both schools. Overall, it was a very
entertaing show and the students enjoyed it very much.

Thanksgiving Baskets were given out to Valley families that needed a
Thanksgiving meal. With the help of local business and their donations, the
Valley was able to donate 15 Turkey Baskets to families in need and Faith
United Methodist Church donated 5 additional Turkey Baskets which helped
feed 20 familics for Thanksgiving. Mrs. Emick, our school nurse help organize
and call multiple businesses, she deserves a lot of credit for this project.

On December 5, Loyalsock Valley and Lyter Elementary Schoels will be
putting on a combined Winter Holiday Cherus Concert at Montoursville
Area School District at 7pm. We are all excited to see the hard work of all the
students and our teachers come together. Mrs. Palazzo, who is filling in for Mrs,
Gist, has been working diligently and we are thankful for her help in filling in
during Mrs. Gist’s matemity leave.

The Valley’s PTO will be holding its annual Ornament Day on December 940,
Room parents and classroom teachers work together to create 2-3 different
orpaments. One omament will go on the LVES Christmas tree that 1s on display
in the hallway and the other omament will be taken home so students can add it to
their families’ Christmas tree.

Starting December 7, students and staff will be joining in on some holiday fun,
12 Days of Christmas. Events include, but not limited to, Tree Topper Day, Ugly
Sweater Day, Red and Green Day, and Pajama Day. The staff is doing a Secret
Santa Exchange. Classtooms will be having their Christmas Parties on the 2204,
On Thursday, December 2279, Santa will be visiting The Valley and
spreading his Christmas joy to all. He will arrive at The Valley via Fire Truck
and then will head inside and meet and greet will all the students and delivery
candy canes.

Making A DHFFERENCE



To: Montoursville Avea School District Board of Dircetors
From: Curtis J. Myers — Principal
Ronda Albert — Assistant Principal
Re: December 2022 — School Board Monthly Report for C.E. McCall Middle School

McCall Book Fair:

The fall Scholastic book fair was a huge success. Qver $2700 in Scholastic dollars was received, We purchased

over $650 in new books for the school ar the fir.

Our chorus concere will take place nexe Wednesday, December 14. Oue Sth/6th grade studenes will perform at
épm and 7th/8&th students perform at 7:30pm,

Our band concert will rake place on Wednesday, December 21, Our Sth/6th grade students will perform at 6pm

and 7th/8th studencs will perform at 7:30pm.

Buyilders Club;

Our Builders Club organized a food drive for the needy through Harvest of Hope. In a short 5 days, we

collected over 750 food irems donated to our local food bank,

The homeroom winners of the food competition were: Mrs.  Miller (5th Grade) - 681 points and Mrs.
Verrico{6th Grade) - 784 points.

These homerooms had 4 choies to pick one of the following parties: 1. Nothing bue Desserts (brownies, cookies,
cupcakes, erc), Donuts from Dunkin, Piazs Party, Iue Cream Sundae Party. Congratulations!

Thanks to everyone who participated in this great cause and especially our maintenance and cuscodial

department for transporting over 500 pounds of food to our local food bank.
Giving Thanks:

Thank you to Builders Club students for making thankful puzzle books for the Valley View nursing home.
They have also implemented care bins with hygiene products for students in the restrooms. Thank you to ouwr

MeCall staff tor donating $216 for the purchase of Thanksgiving baskers for our community families in need.



Food Bank Support;

On Wednesday Nov 9™ the following students went to the food hank: They were: Elyse Boyle, Brynn Cunn(:lly,
Austin Davidson, $imon Dietrich, Adele Dunkleberger, Kaitlyn Dougherty, Rowan Fortin, Mason Fry, Reagan
Gonzalez, Brody Hagemeyer, Avery Hannan, Catherine Hitle, Morgan Hood, Elsa Kehrer, Sydney Kuntz,
Karli Lundy, Alex Martyniuk, Talon McKenina, Tori McKenna, Palge Rosenbaum, Becea Teffeteller, Colby
Ulmer, Chloe Waggoner, Ruby Wates, Bryce Winslow, and Marissa Wiemer

Thinking Cap Quiz Bowl:

The following students participared in the Thinking Cap Quiz Bowl, They were: Elyse Boyle, Dahlia
Campbell, Carter Erlandson, Isasc Erlandson, Rowan Fortin, Vivian Heivly, Cyrus Heddings, Evie Michae],
Livia Michael, Noah Smith, POSSibly Rouly Watts, Maxton Williamson, and Kyra Winski Congratulaions to
Team #1 for finishing 16" our of 63 teamns!

MathCounts-;

The first round of MathCounts has ocenrred and 33 students will be moving onto round 2 to compete for the
top 12 spots!

Student Council;

Srudent Council will be sponsoring a door decorating conrest from 12/5-12/19 with judging of the
doors the 20-21st. Candy grams are going to be sold during PRIDE and LUNCH for the various
grade levels. Finally, a snowball dance for all grade levels will oceur on Friday, December 16th, Thank

you to our Student Council for organizing these engaging positive activities for our students,

Limo Ride to Pudgies:

On November 18th, students who were the top sellers for the fundraiser took a limo ride around
Montoursville and to Pudgies for funch. These students were: Kenna Woodling, Cord Sholder, Addie
Fox, Adam Dreese, Grayson Stroble, Neil Schweikart, Wade Smith, Kyra Winski, Noah Coffman,
Raylan Rhone, Raven Gardner, Braylon Dreese, Emerson Metzger, Mart Mcyer, Emma Trimble,

Donovan Farver, Elianna Emert. Congrarulations to our top sellers!



MONTOURSVILLE AREA HIGH SCHOOL
BOARD REPORT: DECEMBER 1, 2022

To:  Montoursville Area School District Board of Directors
From: Matthew Johnson, High School Principal
Re: December 1, 2022 - School Board Monthly Report for MAHS

Celebrations & Thanks

* Professional Development: Thank you to Mr. Hanner and Mr. Taormina for providing
an avenue of professional iearning prior to Thanksgiving break for our staff. Topics
covered were Universal Design for Learning, and De-Escalation Strategies. Feedback
was positive from participants.

- Acadernic Conferences: Our high school faculty held academic conferences for
students/parents. We celebrated the upcoming break with a baked potato bar which
certainly hit the spot,

Student Shout Outs

+ Montoursville Area High School recognizes Simon Ramsey and
Gabriclle Shearer as the Montoursville Lions Club Students of the
Maonth and Bec Bradiey and Drew Seese as the Warrensville
Students of the Month for November.

Curriculum, Instruction, & Assessment

+ Course catalog for 22-23 revisions almost complete

- We are beginning to prepare for studsnt scheduling process for
23-24

« Department discussions ongoing regarding programming, offerings, and student
pathways

+ Continued conversations around assessment and grading with future professionat
development in the works,

+ Continued work on a full-featured and robust induction program to support our new
teachers,

Athletics
» Winter Sports are beginning and we are excited to see our athietes back at it

representing MAHS,

Considerations & Needs

+ Continued support from the board as we strive to make the right decisions for our
students, our educators, and our community.

+ Future considerations for investment in programming that provides some unigue and
relevant opportunities for students.

Montoursville Area High School
Twitter: @rmahs_warriors 700 Mulberry Drive
Instagram: @mahs_warriars ST Montoursvitle, PA 17754
Facehook: MAHSWarriors : : 570.368.2611

Follow MAHS on the Following:




Montoursville Area High School

700 Muibemry Street | Montoursville, Pennsylvania 17754-1900
570-36B-2611 | 570-348-2748 (fax}

Board Report
November 29, 2022

Chris King, Assistant Principal

= [nterim progress reports are due on December 12,

==Winter sports have begun. We have 100+ students participating this year.

==Tutoring is being offered to the students for any student struggling with a subject.
==Saturday School is scheduled for December 3' & 170,

==The Band and Choir Winter Concert is Scheduled for December 18 @ MAHS Auditorium
==The Craft Show this year will be held December 3",

oalyca CTC will be presenting their programs to our 9" graders on December 7*°,

=The Academic Decathion will compete on January 10™ here at MAHS.

pride | excellence | tradiion



MONTOURSVILLE AREA SCHOOL DISTRICT

MINUTES FOR BOARD MEETING Tuesday, November 8, 2022
High School 7:01 PM
Pledge to the flag

Call to Order - Board President
Rolf call - Board Secretary
Executive Session for safely

MEMBER MEMBER
x__ Daniel L. Albert x____ Ronaid E. Snell
X Todd A. Badger x . Dale Ulmer
X Susan Beery (7:12) % David J. Young
X Joseph B, LeCrone *Richard Galtran, Salicitor
Dottie M. Mathers, Vice President *Christina Bason, Superintendent
% David Shimmel, President X __*Brandy N. Smith, Business Mgr./Bd. Secretary
*{Non-Veting Member)
OTHERS

x _ Albert, Ronda - Assistant Middle School Principal

Blaise, Tyler - Elemnentary School Principal

¥ Feerrar, Darrin - Elementary School Principal

Gnoffo, Joseph - Supervisar of Buildings and Grounds
x__ Hanner, Timathy - Supervisor of Special Education
x___Johnson, Matthew — High School Principal

—_King, Christopher - Assistant High School Principal

_x__ Myers, Curtis - Middle Schoo! Principal

_X _ Peipher, Sebastian - Director of Technolagy

_x__Taormina, Daniel - Assistant Superintendent

_ %X Residents x  Media x__ Students

|

s

|><

|

Awards and Recognitions
Mr. Shimmel recagnized and thanked members of the board and audience members that serve/served in the Military.

Mr. Snelt served 3 years in the Military stationed in Germany.

Mr. Badger served 24 years in the Air Force and served ali over the world,

Mr. Callahan served for two years in Alabama.

Zach Smith reported the Academic Decathlon is set to compete in the first competition of the year, Thursday, November 10, 2022,
Approval of minutes for the following meetings:

« Board Meeting, Tuesday, October 11, 2022
»  Work Sesslon, Tuesday, October 25, 2022

Motion:  LeCrane Second: Young
Yes: Albert, Badger, LeCrone, Shimmel, Snell, Umer, Young
No: None

Absent.  Beery, Mathers

Result.  Motion Carried
Mr. Shimmel reported that an executive session was held on November 1, 2022, to discuss safely and security.

Mr. Snell made note Dr. Beery was recorded as voling yes and no on October 25, page 3 of the meeting minutes,

Board Minutes - November 8, 2022
Pani 1 nf &



Mr. Snell requested that the air quality report be added to the district website.
Approval of adding the supplemental agenda item.

Motion:  LeCrone Second: Snelt
Yes: Albert, Badger, |.eCrone, Shimmel, Snell, Ulmer, Young
No; None

Absent:  Beery, Mathers
Resultt  Motion Carried

Public Comment

Jack Callahan made comments on a volleyball team, Mr. Routnom, pep buses, and pep bands,

Business Manager's Report
A. General Fund and Cafeteria Fund Treasurer's Report

Motion: Ulmer  Second; Badger

Yes: Albert, Badger, Beery, LeCrone, Shimme!, Snell, Ulmer, Young
No: None

Absent  Mathers

Result:  Motion Carried

B. Budgetary Transfers - None,
C. Presentation of Bills {Rol! Caff}

Motion:  Ulmer  Second: Badger

Yes: Atbert, Badger, LeCrone, Shimmel, Ulmer, Young

No: Snell, Beery

Absent:  Mathers

Result:  Motion Carried

Mr. Snell would fike the description of the bills to be added to the report from the new software system. Mr. Snell
would fike to table the vote of paying invoices until the description is added.

D. Business
Mrs. Smith reported the Auditors are now working on the single audit. The Business Office has completed the first ful
month with the new Tyler software.

Superintendent's Report

Mr. Feervar gave an update on the canned food drive for the Harvest of Hope food pantry that supports Lyter's
backpack program. The students call it "The Turkey Trot" and have a friendly competition tracking the classroom that
donates the most food items. He also shared the Veteran's Day program will be a combined program held in the High
School auditorium.

Mr. Myers thanked everyone for making Mrs, Albert the Assistant Vice Principal at the Middle School. He tooks
forward to working with Mrs. Albert. He also touched on the McCall Veteran's Day program as well as PBIS rewards
day. He encouraged everyone to stop by and check out the Scarecrows.

Mr. Blaise recapped Loyalsock Valley's Trunk or Treat activities. He shared the after-school program had 104 kids
sign up for the various clubs. The clubs meet every Tuesday and Thursday for the next 4 weeks.

Mr. Johnson shared that the marking period one report cards went live without any problems. He gave dates for
parent-teacher conferences. Mr. Johnsen thanked the Board for supporting the relationship between Montoursville
Area School Bistrict and Commonwealth College admissions. He concluded the report with the pep rally and course
selections for next yaar.

Mr. Hariner shared the dates and details for the transition meeting with local intermediate units and students. The
meeting is designed to discuss the next steps for eleventh and twelfth-grade special education students. This
meeting brings local agencies in to help students understand what services are available to them to shape their
Board Minutes - November 8, 2022

Page 20f 6



future after high school graduation. He concluded with details of upcoming professional development training as well
as conferences and training that Patty Confer and Wendy Baker have attended and the content of the training.

Mrs. Albert thanked the Admin. team and McCall Middle Schoot in general for the warm welcome.

Mr. Pelpher gave an update on the time frame for moving the board meetings to the Zoom platform,

Mr. Gnoffo gave an update on various projects throughout the District,

Agends liems

v General

G-1 Approval of a Use of Facilities requests from Andrea Tira, Montoursville Key Club, C. E. McCali
Middie School Commons, February 27, 2023, from 3:30 to 8:30 PM. {Attachment)

Motion:  Ulmer  Second: LeCrone

Yes: Albert, Badger, Beery, LeCrone, Shimmel, Snell, Ulmer, Young

No: None

Absent.  Mathers

Result:  Motion Carried

G-2  Approval of Act 57 resolution of 2022, {Attachment)

Motion:  Ulmer  Second: leCrone

Yes: Albert, Badger, Beery, LeCrone, Shimmel, Snell, Ulmer, Young
Mo: None

Absent.  Mathers

Result: Motion Carried

G-3  Approval to waive an admission fee to a "Teddy Bear Toss” event at a home Boys' Basketball Game
on Tuesday, December 13, 2022, if bringing a stuffed animal o the game,

Motion: Ulmer  Second: [eCrone

Yes: Aibert, Badger, Beery, LeCrone, Shimme!, Snell, Ulmer, Young

No: None

Absent.  Mathers

Result: Motion Carried

G-4  Approval of a Use of Facilities request Courtney Petroski, MYFC, Lyter Elementary School Gym,
November 9, 2022, to March 8, 2023, 5:04 PM to 7:30 PM, (Attachment)

Motion:  Ulmer  Second: LeCrone

Yes: Albert, Badger, Beery, LeCrone, Shirnmel, Snelt, Ulmer, Young

No: Nona

Absent:  Mathers

Result: Motion Carried

G-5  Approval of an agreement between Montoursville Area School District and Navigate360, At a price
of $23,701.20, to come out of PCCD school safety and security grant funds, (Attachment)

Mation:  Ulmer  Second: LeCrone
Yes: Albert, Badger, Beery, LeCrone, Shimmel, Snell, Ulmer, Young

Ne: None
Absent:  Mathers
Result: Motion Carried

G-6  Approval of an agreement between Montoursville Area School District and Newsela, At a price of
$3,500, to come out of ESSER funds. {Attachment)
Motion:  Ulmer  Second: LeCrone
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Yas! Albert, Badger, Beery, LeCrone, Shimmel, Snell, Ulmer, Young
No: None

Absen{; Mathers

Result: Motion Carried

G-7  Approval of an agreement between Montoursville Area School District and EnvisionEdPlus, At a
price of $55,000, to come out of PA Smart Advancing Grant. (Attachment)

Mation:  Ulmer  Second: LeCrone
Yes: Albert, Badger, Beery, LeCrone, Shimme!, Snell, Uimer, Young
No: None

Absent:  Mathers
Result: Motion Carried
Mr. Snell inquired about yearly costs after the initial investment in G5 and G7.

+ Personngl

P-4 Approval of the following addition Substitute Teacher List:

Employee Certification Effective

Kelly Reynolds PK-3 Qctober 31, 2022
Motion;  LeCrone Second: Young
Yes: Albert, Badger, Beery, LeCrone, Shimme!, Snell, Ulmer, Young
No: None

Absent:  Mathers
Result: Motion Carried

p-2 Approval of the following refirement from a member of the Support Staff;

Employee Posttion Years of Service | Effective

Margaret Blackwell Head Cook 27 End of 2022-2023 Schoo! Year
Motion:  LeCrone Second:  Young
Yes; Albert, Badger, Beery, LeCrone, Shimmel, Snell, Ulmer, Young
No: None

Abéent: Mathers
Result: Motion Carried

P3 Approval of the following additions/changes to the Extracurricular Activity and Extra Duty positions
for the 2022-2023 school year:

| Employee Position Stipend Replacement for:
Christopher Morgan Band Director 54,000 Adam Wright
Andrea Burleigh Assistant Band Director $1,000 Ben Kutay
Motion:  LeCrane Second:  Youny
Yes: Albert, Badger, Beery, LeCrona, Shimmel, Snelf, Ulmer, Young
No: None

Absent:  Mathers
Resutt: Motion Garried

P-4 Approval of the following addition to the Substitute Support Staff list for the 2022-2023 school year:

Employee Position

Shannon Oeler Substitute Nurse/Health Care Alde
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Motion:  LeCrone Second:  Young

Yes: Albert, Badger, Bsery, LeCrone, Shimmel, Snell, Ulmer, Young
No: None

Absent.  Mathers

Result; Motion Carried

P-5  Approval of the following addition to the Coaching Staff, effective for the 2022-2023 school year:

Coach Sport Poslition Stipend | Replacement for:
Lenny Weisbrod Boys Basketball Volunteer NA NA

Motion:  LeCrone Second:  Young

Yes: Albert, Badger, Beery, LeCrone, Shimmel, Snell, Ulmer, Young

No: None

Absent: Mathers
Resultt Motion Carried

P-6  Approval of the following addition to the Professional Staff, effective December 2, 2022:

' Employee | Position Rate of Pay Replacement for
George Barron Business Education Teacher| Master's Degree 71 Step | Joshua Haley
£62,704 pro rata

Motion:  Young  Second: Badger

Yes: Albert, Badger, Beety, LeCrong, Shimmel, Snell, Ulmer, Young
No: None

Absent:  Mathers

Result: Motion Carried

+ Transpottation
T-1 Approval of Promiseland Bussing Rates in the amounts of §3,097.59 and $2,380.25 for Gctober 2022.

(Attachment)
Motion:  Ulmer  Second: LeCrone
Yes: Alhert, Badger, Beery, LeCrong, Shimmeal, Snell, Ulmer, Young
No: None

Absent:  Mathers
Result. Motion Carried

+ Policies
PY<1  Approval of the second and final readings of the following Policies: (Attachment)

Policy 805.1 Relations with Law Enforcement Agencies
Policy 805.2 Schoal Security Personnel

Motion:  Young  Second: LeCrone
Yes: Albert, Badger, LeCrone, Shimmel, Snell, Ulmer, Young
No: Beery

Absent:  Mathers

Result: Motion Carried

Mr. Snell wouid like to know when the Board will vote will for or against armed security.
Mr. Taormina gave the options for the process.

PY-2  Approval of the following changes to Policy 008 — Organization Chart. (Attachment)
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Motion:  Uimer  Second: Badger

Yes: Atbert, Badger, LeCrone, Shimmel, Snefl, Ulmer, Young
Na: Beery

Absent:  Mathers

Result. Motion Carried

Other Reports
A Committee Reports

» PSBA - None

¢ Policy Committee ~ None

s U Rep, — iU Technology offering new services, The firstis if a feacher calls 911 the exact location is
given instead of jus{ the school address. The second is an alert for any exterior doors that are propped
apen.

s LCTC Rep. — The new executive director gives email updates and Mr, Shimmel will forward the emails.

A feasibility study will be conducted next month.

Memorial Gardens — Fundraising continues, and renovations have begun.

Budget — None

Buildings and Ground ~ None

Montoursville Foundation — Basket raffles, and 50/50 tickets will be available at the fundraiser being

held on November 9, 2022,

= Extra-Curricular Activities - None

. & 9 B

Elementary School Building project discussion:

Mr. Shimmel has moved to option zero based on enroliment numbers and the need to close Loyalsock Valley soaner
rather than fater.

Dr, Berry would like to re-evaluate and discuss this annually. She would also like the Board to agree on an enrollment
number that would determine it fiscally iresponsible fo maintain two elementary schools.

Dr. LeCrone asked Mr, Gnoffo if we need to do something fo the buildings sooner rather than lafer,

Mr. Young evaluated the residents’ surveys and concluded that residents want Loyalsock Valley to remain open. He
also spoke about the cost of the project,

Mr. Alhert feels we are in different times and nead to sit tight.

Mr. Badger thinks it would be financiafly irresponsible to go ahead with a building project.

Mr. Ulmer would like the building project re-evaluated annually with a decision being made in October 2024, Mr.,
Ulmer would like to look at enroliment numbers and the functional building capacity at McCall Middle School and
consider moving 49 grade to McCall,

Mr. Snell does not agree enroliment is going down, Mr, Snell is disappointed that a decision has not been made

sooner.
Bublic Comment

Mr. Caltahan would like to know if PA history is being taught and would like the McCall gym expanded.

AQJOURNMENT OF THE REGULAR MEETING 8:15 PM

Motion:  LeCrone Second: Beery
Volee Vote: All

David Shimmel, President Brandy N. Smith, Board Secretary
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MONTOURSVILLE AREA SCHOOL DISTRICT

MINUTES FOR SPECIAL MEETING Tuesday, November 15, 2022
High School 7:05PM
Pledge to the Flag

Moment of Silence
Call to Order - Board President
Roll Call - Board Secretary

MEMBER MEMBER
x___ Daniel . Albert X__ Ronald E. Snell
x__ Todd A. Badger % Dale Uimer
X___ Susan Beery % David J. Young
X Joseph B. LeCrone (7:22) *Richard Galtman, Soficitor
x___ Dottie M. Mathers, Vice President *Christina Bason, Superintendant
x___ David Shimmel, President x__ "Brandy N, Smith, Business Mgr./Bd Secretary
*(Nen-Voting Membear)
OTHERS

_____ Albert, Ronda - Assistant Middle School Principal
. Blaise, Tyler - Elementary School Principal
____Feerrar, Darrin - Elementary School Principal
. Gnoffo, Joseph - Supervisor of Buildings and Grounds
____Hanner, Timothy - Supervisor of Special Education
... dohnson, Matthew — High Schact Principal

_____ King, Christopher - Assistant High School Principal
. Myers, Curtis - Middle School Principal
_____Peipher, Sebastian - Director of Technology
___ Taormina, Danigl — Assistant Superintendent
_%_ Residents x  Media __x Students

Public Comment

None

Agenda ltems
» Personnel

P-1 Approval of the hiring of armed Security Guards for all Montoursville District School Buildings.

Motion:  Young  Second: Badger

Yes: Alhert, Badger, LeCrone, Shimmel, Snell, Young

No: Beery, Mathers, Ulmer

Absent:  None

Result: Motion Carried

Mr. Ulmer agrees building securily is needed, but he is not convinced armed security is needed. He would prefer to
secure the buildings and take further measures to access internal threats. Mr. Ulmer believes Montoursville Area
Schoot District is in a unique position having three buildings focated within minutes of two separate law enforcement
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units, He concluded that he is in favor of securing buildings, accessing intemal threats, and depending on local law
enforcement.

Mr. Young stated that depending on focal law enforcement would limit bodily injury, not stop bodity injury. Depending
on local law enforcement does not guarantee a quick response. Mr, Young said a 30 to 60-second response will save
lives. He concluded that his approach is to stop or mifigate a problem befora it begins.

Mr. Snell stated a year ago he would not have been in favor of armed security at the Montoursville Area School
District, but further research and community input has changed his view. He is not comfortable with limiting a shooter,
he is comfortable with stopping a shooter.

Dr. Beery referenced studies and research over a 20-25-year period on school shootings and the effect armed
guards had on the outcome. The second point Dr. Beery discussed was the coliateral damage of an armed guard
reacting to a toy gun and shooting a student in error,

Mr. Shimmel would like to look past studies and research and ask why the studies have been conducted. He would
like an immediate response o a threat and not a wait-and-see approach. He further explained the ammed guards
would be expected to and trained to eliminate the threat.

Dr. LaCrane asked Mr. Young to give further information and the training that would be given on a toy gun situation.
Mr. Young gave examples of what the |aw states in scenarios where 2 toy gun Is used with intent to make a victim
believe it is real. He went on to say there is a difference between bringing a gun to school would be handled
differently than displaying and pointing a gun at school.

Mr. Taormina spoke to the conversations held during the interview process about using non-deadly force as well as
the need to use deadly force,

Dr, Mathers concluded that so much more could ba done fo prevent violence that would help students. She would
rather hire psychelogists for the buildings. Spending money on anmed security takes funds away from education and
mental health for students.

Mr. Albert inquired how & psychologist would prevent a student from getting a gun and bringing it fo school.

Dr. Mathers would like to focus on the data supporting working on the menta! health of students to prevent a
shooting.

Mr. Young agrees that mental health is connected to violence, and it is the District's responsibility to address both
mental health and safety.

Mr, Badger agreed with Mr. Ulmer, Dr. Mathers, and Mr. Young. He would ke the menial health of students
addressed, and students to have the immediate safety of armed security.

p-2 Approval of the following additions to the School Security Guard, effective January 3, 2023 {Paid

training in December 2022):

Employee Position Rate of Pay Replacement for:

Edward Dammer Full-Time $32.00/hour 188 days New Position
Secwily Persannel

William Holmes Full-Time $32.00/hour 188 days New Position
Security Personnel

John Whipple Full-Time $32.00/hour 188 days New Position
Security Personnel

James Wool Pari-Time $32.00hour on an as- | New Position
Security Persannel needed basis

Motion:  Young Second: Badger

Yes. Albert, Badger, LeCroneg, Shimmel, Snell, Ulmer, Young

No: Beery, Mathers

Absent:  None

Result: Motion Carried

Mr. Snell asked for clarification on job posfings.

The Board continued to discuss the hours and need for par-time vs. full-time coverage as well as extracurricular

activities.
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Mr. Shimmel recommends the Board adjourn the regular meeting to go into exscutive session fo discuss the details
of personnel,

Pyblic Comement
None

ADJOURNMENT OF THE REGULAR MEETING TO EXECUTIVE SESSION 8:20 PM

Motion:  LeCrone Second: Young
Voice Vote: Al

David Shimmel, President Brandy N. Smith, Board Secretary
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